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96A2-000

Mepes HayanoOM UCMOJIb30BaHWA annapaTa 03HaKOMbTeCh C TakUMW OCHOBHbLIMU CBEAEHMSMN O HEM, Kak
nogsaepxvBaemMble GYHKLUN 1 ONLMLW, Ha3BaHWS KOMIMOHEHTOB, a TakxXe TeXHUYecKme XapakTepucTukm GyHKLUNIA.
Kpome Toro, paccMoTpuTe cUcTEMY YNpaBaeHWs annapaTa v Mepbl N0 YCTpaHEHWIo Yrpo3 6e30MnacHoCTY.

OcHoBHasa nHopmaumsa
MoaaepxvBaemble GYHKLMN 1 ONLNW 3aBUCAT OT MoZenu. MNoapobHble cBeAeHUS NpUBeAeHbl B CrACKe.
B HeM Takxe MOXHO NPOBEPUTb TEXHNYECKNE XapaKTePUCTUKN OMLNIA.

MNoapep>xuBaemMble ¢pyHKUUU 1 onuunn(P. 3)

Mpn He0b6X0ANMOCTN 03HAaKOMbTECh C Ha3BaHUSMM KOMMOHEHTOB, MOAAePXUBaeMbIMU TUNamMn bymaruy, a
TakXe C TeEXHNYEeCKNMIN XapakTepucTnkaMmm GyHKUWIA.

Ha3BaHMA KOMMNOHEHTOB N UX Ha3HaueHue(P. 10)

Nopaep>xuBaemasn 6ymara(P. 21)

TexHn4yeckmne xapakTepmncTtuku(P. 26)

WNH$opmaLmsa no ncnosb3oBaHUio GyHKLMIA ynpaBneHus

Mpw ncnonb3oBaHnn GyHKUWIA ynpaBneHUs A8 BXOAa B CUCTEMY ClejyeT yKa3blBaTb UAeHTUdUKATOP

MeHezxkepa cuctembl 1 PIN-koga,.

CTaHzapTHbIN aeHTUGUKATOP MeHekepa cnctembl U PIN-KoJ 3aBUCAT OT MoZenn annapara.
NpentndunkaTtop n PIN-koa meHepxepa cuctemMsli(P. 7)

Mpwu ncnonb3oBaHMM annapaTa B CETEBO cpefie 03HaKOMbTeCh C NMPUMepamm Mep, Harnpas/ieHHbIX Ha
npejoTBpaLleHne HecaHKLMOHNPOBAHHOIO A0CTYNa, 1 PACCMOTPUTE BO3SMOXHOCTL UX peannsaummn.
Mepbl npeaoTBpaLLEHNA HECAHKLMOHMpPOBaHHoro goctyna(P. 8)

MNonesHble coBeThl
MpuBegeHo onucaHve GyHKLUWIA, KOTOpble peKOMeHAYeTCH UCNOob30BaThk 415 OLNPPOBKUN JOKYMEHTOB,
CHWXeHNS 3aTpaT 1 NoBbleHVs 3$peKTUBHOCTM onepaLmii.

PekomeHayemble pyHKUMN(P. 44)
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Mopaep>xmBaembie GyHKLUM 1 onumuv

96A2-001
B PykoBOACTBO M0/Ib30BaTeNst (3TO PYKOBOACTBO) ONUCLIBAOTCSA BCe GYHKLUMN MOAeneli 3TO cepui, BKAOYas AaHHbIN

anrnapart. He Bce (1)yHKLI,I/II/I, nepeyncieHHble B PyKOBOACTBO nonb3oBaTend, MMerTCA B Ka)K,CI,OI7I Mogenu. B
HpMBe,D,EHHOVI HW>Xe Ta6n|/|u,e MOXXHO ornpeaesinTb, Kakme CI)yHKLI,I/II/I monunm noagaepXxXmBaroTcs BaLlen MOJAeNblo.

CNopaep>xneaemble ¢pyHKUUN(P. 3)
CMopaep>xneaemble onuuun(P. 4)

MNoaaepxvBaemble GYyHKLNN

V/: MopaepxvBaeTcs — He nopaepxviBaeTcs

DYHKLMA MF754Cdw MF752Cdw
MNeuatb ’/ J
CKkaHnpoBaHue ’/
Pakc -
KonnpoBaHue

ANERN

ABYXCTOPOHHSAA Ne4yaTb

Mepecbinka nonyyaembix pakcoB

OTnpaBKa OTCKaHVUPOBaHHbIX AAaHHBLIX (31. nouTa/SMB/FTP)

MoaxnioueHme no npoBogHow JIBC

MoaxnioueHme no 6ecnpoBogHoii JIBC

NopkntoveHue no USB

YaaneHHbiv NN

Knouun n ceptudpunkatbl

AR NI NI A NI NI N N NI N NI

AN NE VB NI NN

CBA3bIBaHME C MOGU/IbHBIMU YCTPOIACTBaMU

Avicnneii CeHcopHas naHenb CeHcopHas naHenb

YcTpoiicTBo nogauv "/ #/

(2-cTOpOHHee cKkaHMpoBaHWe)| (2-CTOPOHHee cKaHNPOBaHMe)
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DYHKLMA MF754Cdw MF752Cdw
NpaeHTUPMKaTop MeHempKepa CMCTEMbI MO YMOTYaHUIO He ykasaHo He ykazaHo
PIN-koa MeHezpKepa CUCTEMbI MO YMOJTYaHUIO He ykasaHo He ykasaHo
YnpasneHue naeHtupunkaTopamm oTaenos "/ #/
Brn6nuoTeka NpUNOXKEeHUIA l #/

NMPUMEYAHUE

e loApobHbIe cBeAeHMS O TUMNaxX AOCTYMHbIX ApaliBepoB NpuBejeHbl Ha Beb-cainTe Canon A1 Ballein CTpaHbl
WA PernoHa, a Takxke Ha BXOAALLMM B KOMIIeKT nocTaBku ancke User Software CD-ROM/DVD-ROM.
https://global.canon/en/support/

MNoaaep>XBaemble Onumn

Annapar no3BoJiIeT UCNOob30BaTb Pa3/INYHbIe Noe3Hble oMK,
Jo6aBneHue notka ana 6ymarv ©Paper Feeder PF-K(P. 5)

Ncnonb3oBaHne TenedoHa, a Takxke OTNpaBka M nosydeHuenpuem ¢akcoe BpydHyto OTELEPHONE 6

KIT(P. 6)
/: MoaaepxvBaeTcs — :He noajepxmsaerca
onuus MF754Cdw| MF752Cdw

Paper Feeder PF-K I/’ I/’

TELEPHONE 6 KIT /
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Paper Feeder PF-K

96A2-002

B cnyyae yacTtoli cMeHbl TUNOB 1 GopMaToB ByMaru UM NPy e4UHOBPEMEHHOI 3arpyske 60/1bLIOro KOMYeCcTBa
6ymaru yctaHoBMTe JOoMN0NHUTENbHbIV Paper Feeder PF-K. 3To No3BoANT cokpaTUTb 06beM paboThbl MO 3arpyske
bymaru.

CeegeHunA o0 nopsgke ycTaHoBKK Paper Feeder PF-K cM. B pa3gene "PykoBoACTBO Mo ycTaHoBke." ©PykoBoACTBa No
annapaty(P. 774)

m TexHMYecKne XxapakTepucTmKm

dopmaTt 6ymarm Makcnmym: 216,0 mm x 356,0 mm

MuHumMym: 100,0 MM x 148,0 MM

Bec ocHoBaHuA ansa 6ymarun 60 r/m2 - 200 r/m?

KonuuecTBo MCTOUHMKOB Gymaru 1 o6bem BMeLaeMoii 6ymary 1| /I0Tok Ans Gymary x 1

550 nuctoB (80 r/m2), 640 nucrtoB (64 r/m?)

Pazmepbl 420 MM x 427 MM X 156 MM
(LU x I x B)
Macca Mpnbén. 4,7 kr

*1 3aBUCUT OT Cpeabl YCTaHOBKM U MCMONb3yeMoli Gymari.
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TELEPHONE 6 KIT

96A2-003

Mpwv noaxoYeHUN kK annapaTy TenedoHa”™ ! ycTaHoBUTe 0NOAHUTENBHO Npro6peTaeMbilii komnnekt TELEPHONE 6
KIT.

C nomoLLbto TenlepoHa TakXKe MOXHO BPYYHYH OTNPaBAATb U MPUHUMAaTL GaKChbl.

CeegeHuA 06 ycTaHoBKe komniekta TELEPHONE 6 KIT cm. B pasgene "PykoBOACTBO Mo ycTaHoBke." ©PykoBoACTBA
no annapaTty(P. 774)

\'\'%

*1 AnnapaT HY>KHO MOAKNUNTL K TenedoHHON TUHNN.
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NpeHTtnpumkartop n PIN-kog MmeHepg>Kepa CUCTEMBbI

96A2-004

B arnrapare eCTb peXnm MeHe >XXepa CUCTeMBbI, I'Ipe,EI,Ha3HaLIeHHbIVI ANA NMPOCMOTPA N USBMEHEHWA BaXXHbIX HAacTpoOeK.
Koraa B arnnaparte 3ajaH I/I,EI,EHTI/ICIJI/IKaTOp 1 PIN-koa MeHeKepa CNCTEMBI, BONTU B pexnm MmeHemkepa CNCTEMbI
MOTYT TOJIbKO T€ MNOJIb30BaTe/IN, KOTOPbIE 3HAKT 3TN YYE€THbIE AaHHbIE.

NaeHTndunkatop n PIN-kog MeHeaxepa CUCTEMbI He 3aJaHbl.
Pexxnm MmeHeakepa CMCTEMbI OTKTHOYEH, MPY 3TOM BCe MOTYT NPOCMaTPUBaTb U U3MEHATb BaXKHble HAaCTPOMKN.

YctaHoBuTe naeHTudurkaTop 1 PIN-kog MeHegxepa CUCTeMbl, YTOBbI 3aLLUNTUTL 3TY MHGOPMALIMIO N MPeAoCTaBUTL
JOCTYN K Hell TONbKO onpeAeneHHbIM agMUHUCTPATOPaM.

MoApo6HY0 MHPOPMALIMIO O TOM, KaK 3aaBaTb Y MEHSATb MAEHTUdKKATOP 1 PIN-KOA MeHeaxXepa CUCTEMbI CM. B

pasgene
3apaHue npgeHtnédunkaTtopa otaena n PIN-koga ansa agmuHucrpatopa(P. 372)
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Mepbl npeaoTBpaLLEeHNA HECAHKLMOHNPOBAHHOIO
AocTtyna

96A2-005
Ob6s3aTeNIbHO NPoUNTaiTe 3TOT pasjen rnepey TeM, Kak UCrnosib30BaTh annapar B CeTeBOn cpeje.

MoAKNOUEHHbIE K CETU Nepeaaun AaHHbIX MPUHTEPb! 1 MHOrOGYHKLMOHaAbHbIE annapaTtkl MO3BOAAIOT UCMOAL30BaThL
pasnnyHble nonesHble GyHKUMN. OAHAKO MOCKO/bKY B 3TOM C/lyUae Tak)Ke BO3HUKAET PUCK HECAHKLMOHMPOBAHHOIO
[OCTYMa 1 yTeukn AaHHbIX MO CeTU, 06513aTe/IbHO HEO6XO0AMMO MPUHMMATL MepbI 3aLLMTbl OT Yrpo3 6e30MacHOCTU.

B 3ToM pasgene npuBeaeHbl NprYiMepbl Mep 3aLnTbl OT HECAHKLMOHMPOBAHHOMO A0CTYNa, KOTOPbLIE MOXHO
peann3oBaThk NpY NOATOTOBKE annapaTa Kk paboTe B CETEBOIA cpeje.

Mcnonb3oBaHmne 3aKkpbiToro IP-agpeca(P. 8)
3awmTa nuipopmaumnm c nomouubio PIN-koga(P. 9)
Mepbl NpeaoCTOPOXKHOCTU NPU NCNo/Ib30BaHUU yaaneHHoro UM(P. 9)

NMPUMEYAHUE

e TaKXe MOXHO NCMO0Nb30BaTh 1 Apyre BapuaHThbl 3aLMThl OT yrpo3 6e30MacHOCTY, B TOM YMcie 3anpeT
obMeHa AaHHbIMU C MOMOLLLIO bpaHAMay3pa 1 UCNob30BaHNeE 06MeHa JaHHbIMY C LUndposaHmeM TLS gns
npeAoTBPaLLEHNS UX YTEYKM 1 310HaMePEeHHOro n3MeHeHUs. BbibnpaiTe HeobxoAnMbIe Mepbl, UCXOASA 13
cpefbl, B KOTOpPOW 3KcnayaTupyetcs annapart. ©besonacHocTb(P. 371)

Micnonb3oBaHuKe 3akpbiToro IP-aapeca

CywiectsytoT IP-agpeca AByx TUMNOB: r0o6anbHbIN IP-agpec, ncnosb3yemblii A9 NOAKNHOUEHUS K UHTEPHETY, U
3aKpbIThI IP-agpec, KOTOPbLIN MPUMEHSIETCA B N0KaJIbHbIX BEIUNCANTENBHbIX CeTAX, Hanpumep B JIBC koMnaHmu.

Ecnv annapaty Ha3Ha4vaeTcs rnobanbHbliii IP-agpec, Nonb30BaTeN M CMOTYT MoJlyyYaTh K HEMY AOCTYN Yepes MHTEpHET.
3T0 B/ieYeT 3a CO60I yBEINMYEHWS pUCKa YyTeUKM MHOOPMALIMN 13-3a HECAHKLIMOHMPOBAHHOIO AOCTYMNa U3 BHeLUHel
cetu.

C Apyroi CTOPOHbI, eC/IM Ha3HaYMTb annapaTy 3akpbITbii IP-agpec, A0CTYN K HEMY CMOTYT MOAY4YUTb TONBKO
MoJiIb30BaTeIN U3 JIOKAJIbHOW BbIUNCIUTENBHOM CETU, K KOTOPOU OH NMOAKIHOUEH. TeM caMbIM pPUCK
HEeCaHKLMOHNPOBAHHOIO AOCTYMNa B CPAaBHEHWM C CUTyaUMel, Kor4a annapaT nMeeT robanbHblin IP-agpec,
3HAYUTENBHO HUXE.

B o6LeM cnydae annapaty ciegyeT HasHadaTb 3akpbIiThili IP-agpec.
3aKpbITbI IP-agpec NCNonb3yeTcsl B O4HOM U3 CeAyHLLMX ANana3oHoB.

Awvana3oHbl 3aKpbIThiX IP-agpecos
OT1 10.0.0.0 go 10.255.255.255
O1172.16.0.0 go 172.31.255.255
OT 192.168.0.0 g0 192.168.255.255

|_|0Ap06HbIe cBejeHnAa O TOM, KakK Ha3Ha4aTb 1 NMOATBEPXKAAaTb IP-ap,pec, npmeejeHbl B cneayroLmx
pasgenax:

HacTtpoiika agpecos IPv4(P. 71)

Hactpoiika agpecos IPv6(P. 73)

Ecnn, Bce xe, annapaTty TpebyeTcs HazHa4YMTb rnobanbHbIn IP-agpec, MOXHO CO3jaTb COOTBETCTBYIOLLYIO Cpesy,
4YTO6bI NPeAOTBPATUTL AOCTYN K HeMY 13BHe. Cpean NpoYero, ANst CHUXEHWS PUCKa HeCaHKLMOHUPOBAHHOIO JOCTyNa
MOXHO MCNONb30BaTb 6paHaMayap. 1o Bonpocam peanmsaunv Mep ceTeBol 6e3onacHoCTY obpallanTech K
aAMUHWCTPATOPY CBOEe ceTu.
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3awmta Hpopmaumm ¢ nomollsio PIN-koga

YctaHosuB PIN-kog Ans 3awuTsl MHGOPMAaLMK, XpaHsALLEAcs B annapaTe, MOXHO CHU3UTL PUCK e yTeukn unm

HeCaHKLMOHMNPOBAaHHOIO NCMOMb30BaHWS, €C/IV 3I0YMbILLIEHHNK MOMbITAETCSH MONYYNTb HECAHKLIMOHMPOBAHHbI
AOCTyn K annapary.

PIN-KOA MOXHO YCTaHOBUTL A5 NPUBEAEHHbIX HUXE GYHKLMIA. M0nb30BaTbCs 3STUMU GYHKLMAMY 1 06paLLaThes K
XpaHsiLeiica B annapate MHGOPMaLMK CMOTYT TONIbKO NOJ/Ib30BaTENM, KOTOPbIE 3HAT 3TOT PIN-ko4,.

YpaneHHsia N

MoxHO noTpeboBaTb, UTObbI NPK McNosib3oBaHWM yaaneHHoro WM nonb3oBaTens BBoaMn PIN-kog gocTtyna K
yaaneHHomy Ur.

YctaHoBka PIN-koga ansa pocryna K yaaneHHomy UIM(P. 440)

NaeHTudmnkaTop MeHeaKepa cUCTEMbI

Mo>HO noTpe6oBaThb, YTO6bLI MPU U3MEHEHWNN BaXKHbIX HAaCTPOEK MOb30BaTe/lb BBOAWA UAEHTUOUKATOP U
PIN-ko4 MeHemxepa CUCTEMBI.

3apaHue ngeHtnédunkaropa otgena u PIN-koga ana agmmHuctpaTtopa(P. 372)
AppecHas KHUra

Mo>HO noTpeboBaTb, UTObbI AN A06aBNEHVSA HOBbIX 3aMNncei U BHECEHNS 3MEHEHUI B CyLLeCTBYOLLMe
3anuncu nosib3osaTtenb BBoAWA PIN-ko4 agpecHOM KHUMA.

3anpeT Ha BHECEHUE N USMEHEHMe 3anunceil B agpecHoii KHure nytem yctaHoBku PIN-kopa(P. 438)

Mepbl npejocTopoXHOCTU NPU NCNNoab30BaHNW Y4AaNE€EHHOTO 718

He oTkpbiBaliTe gpyrue Beb-cainTbl Npu paboTe B yaaneHHom WM.

3aBepLunB paboTy B yaaneHHoM UM, 0653aTeNibHO BbIAWTE U3 CUCTEMbI U 3aKpoliTe 6pay3ep.
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Ha3zBaHMA KOMMNOHEHTOB N X Ha3Ha4YeHue

96A2-006

MepepHsas ctopoHa
Bo Bpems skcnnyaTaumm annapaTa Mcnosib3yloTcs clefytoLiie KOMMOHEHThI Ha NepejHel CTopoHe.

NepepaHsasa ctopoHa(P. 11)
MaHenb ynpaBneHUs CAYXUT 419 KOHTPONSA paboTkl annaparta 1 HaCTPOKK ero napamMeTpos.
MaHenb ynpasneHus(P. 16)

Mpy cKaHMpOBaHWK, OTNpaBke ¢akca WA KOMUPOBAHUW MOMECTUTE OpUrMHan Ha CTekNo Ans
3KCMOHNPOBaHMS.

YcTpoiicTBo nopauu(P. 18)

3arpyxaiite 6ymary Ans ne4at M KONMPOBaHWA B cledytoLLye NCTOUHUKKN Bymaru:
MHoro¢pyHKLMOHaNbHbIV N0TOK(P. 19)
NoTok ana 6ymaru(P. 20)

3aAHAA CTOpoHa

CnegytoLime KOMMNOHEHTbI Ha 3ajHen NaHenn NCNONb3YITCA NPU YCTaHOBKE U MOAK/OYEeHMM annapara, a
TaKXe Npu ycTpaHeHn 3aMaTns bymaru.
3aaHaa ctopoHa(P. 13)

BHyTPEHHVIe KOMMOHEHTHI

BbigBurariTe N10TOK € KapTpUAXKaMU C TOHEPOM, UTOBbI 3aMeHUTL KapTPULAXW.
BHyTpeHHMe KoMMNoHeHTbI(P. 15)

10
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NepepHaa cTopoHa

96A2-007

YCTpOWCTBO Nogaun

B yCTpolicTBO NoAaum MOXHO NMOMeCTUTb HECKObKO NNCTOB OPUTHANO0B. HaxogsALmecs TaM OpurmHanbl
aBTOMaTU4Yeck MOAAKTCA U CKaHMpytoTcsa no ogHomy. OYcTpoiicTBo nogauu(P. 18)

OrpaHuuuTenb 6ymaru
OTKpoTe orpaHnunTens bymaru, 4tTobbl NPeAoTBPaTUTL BbiNajeHne byMarv U3 BeIXOAHOIO N0TKa.

MopTt USB (ansa noaxnioueHmns yctpoincts USB)

K 3ToMy MopTy MOXHO MOAKAOUUTL MMeoLLMECs B MPoAaxe 3anoMuHarLLme ycrporictsa USB nan
knasmatypy USB.

B AvHaMuk

BblfgaeT 3ByKOBble CUTHabI, yBEOMAAIOLLME NONb30BaTeNs O COCTOSAHUN Nepejaydn $akcoBs, a Takxe 06
onepaumsx 1 cocToaHUN annapaTa.

OPerynupoBka rpomMKocTu (ana moaeneii c pyHkumeii pakca)(P. 197)

OPerynupoBka rpomMKocTu (ana mogeneii 6e3 ¢pyHkumm ¢akca)(P. 200)

PykosaTKu gns nogbema
BepuTech 3a pyKosiTKM AN NogbeMa Npuv nepemMellleHnr annapaTa.
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@ BeHTUNALUMOHHbIE OTBEPCTUS

Bo3ayx, HaxoAALWMIACA BHYTPW annaparta, BbiNyckaeTcs Yepes BeHTUASLMOHHbIE OTBEPCTUS C LiesbHo
oxJlaxJeHuns annaparTa.

He pa3meluaiiTe npeaMeTbl PAAOM C BEHTUNSLMOHHBIMN OTBEPCTUSIMU, MOCKOJIbKY 3TO MOXET HapyLnTb
BEHTU/ALMIO annapaTa.

MaHenb ynpaBneHus

Jncnnein n knaBuLWM NCNONBb3YHOTCA AN1A YNpaBAeHWs annapaToM, a Takxke A5 MOATBEPXAeHUSA onepaumin n
ctatyca. © NaHenb ynpasneHus(P. 16)

) BbixogHoOIA NOTOK
B 3TOT NOTOK Bbl6paCbIBaETCF| 6yMara nocne neyvyaTtn Nan KonmpoBaHUA.

Bl NepexkntoyaTtenb NUTaHUA
BkitoyaeT n BbIkOYaET NUTaHWe annapaTa. YBkntoyveHue v BoikAoyeHUe annapata(P. 107)

i NepepHAn KpbILKA
OTKpbIBaETCA ANsl 3aMeHbl KapTpUAXKel ¢ TOHEPOM.

i) loTok Ana 6ymaru

3arpyxaiTe B N10TOK A4/19 6ymaru Ty 6ymary, KOTopyto ncnonb3syeTe yaule Bcero. © Jlotok gns
6ymaru(P. 20)

MHOro¢pyHKLUOHaIbHbIA NT0TOK

[na Toro 4to6bI BOCMONB30BATLCA BYMaroi, oTIMYHONM OT TO, KOTOopas 3arpy>KeHa B 10TOK ANA bymaru,
nomecTuTe ee B MHOrodyHKLMOHaNbHbIV N0ToK. ©MHOro$pyHKLMOHaNbHbIV NoToK(P. 19)

{E CTexkno aKcrnoHMpoBaHuA

MNMomeLLanTe KHUMM, TONICTYHO ByMary, TOHKYHO bymary 1 gpyrvie opurHanbl, KOTopble Heb3s MOMeCTUTb B
YCTPOMCTBO NOAaun, Ha CTEKJIO ANSA IKCMOHVNPOBAHUS, YTO6bI CKOMMPOBATb UM OTCKAHMPOBATb UX.
Pa3meLLeHHble Ha CTeke A/19 SKCMOHMPOBAHWSA OPUrMHabl CKAHUPYOTCS B GUKCMPOBAHHOM MOJIOXEHUN.
PasmeLlueHmne opurmnHanos(P. 136)

NMPUMEYAHUE

e [lns TOro 4Yto6bl 06€CneUnTs 3IPPEKTUBHYIO IKCMIyaTaLMIo annapaTa, PeryasipHO UNCTUTE ero NoBePXHOCTb
W CTEKNO AJIA SKCMOHWPOBAHUS.
YucTka nosepxHocTu annapaTta(P. 633)
OuuncTKa cTekna akcnoHnposaHus(P. 634)

e BbINOAHUTE YNCTKY YCTPOMCTBA MOAauM, eCv NPU ero UCMoab30BaHNUM OTMeYaloTCs ciegyroLime
cumnToMbl: ©@YucTtka ycTpovictBa nogauu(P. 635)

- OpwurmnHanel naykaroTcs
- OpurvHasbl YacTo 3aMVHAOTCA

- MNocne CKaHNPOBaHWMA, KOMNpPOBaHWA NN OTNPaBKU (I)aKCOB oTneYvyaTtaHHbl€ CTPaHWLbI BbIrNAAAT
CMa3saHHbIMWN
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3aAHAA CTOPOHA

96A2-008

IR
MF754Cdw

8-

PO

C ] me=

M’Hesao ansa tenepoHHOU nHUK (LINE)
|_|O,CI,K}'II-0l-IaI71Te annapart K Teﬂe¢0HHOI7I NNHNK C MTOMOLbIO Tened)OHHOFO Kabenst 3 KoOMMaeKTa rnocTaBku.

M'e3po apnsa tenedpoHa (HAND SET)/THe3p0 ANns BHewlHero tene¢poHHOro
annaparta (EXT.)

K 3ToMy rHe3gy nogkntouaeTcs 4ONOAHUTENbHO NpnobpeTaemblin Hab6op TELEPHONE 6 KIT nnn nmerowniics
B Npojaxe TenedoHHbIV annapar.

BeHTUNSALUOHHBbIE OTBEPCTUSA

BO3AyX, HaXOAFILLLI/If;ICFI BHYTPW annapaTta, BbINyCKaeTCAa Yepe3 BEHTUIALNOHHBbIE OTBEPCTUA C Le/1bHO
oxXnaxaeHuma annaparta.

He pa3meu_|,a|‘/'|Te npeamMmeTbl pA40M C BEHTUNAUMNOHHBIMU OTBEPCTUAMU, MOCKOJIbKY 3TO MOXET HapyLNTb
BEHTUNALUMIO annapaTta.

M’He3po nuTaHusa
K 3TOMY rHe3ay nogcoeanHAeTCa WHYP NNTaHUA.

3aAHANA KpbILLIKa
OTKpbIBaiTe 3a4HIOK0 KPBILLIKY, €C/I1 B annapaTte BO3HUKaeT 3amaTre bymaru.

NacnopTHaa Tabnuuka

Ha nacnopTtHo Tabanuke NpUBOAUTCA CEPUIHBIN HOMepP, KOTOPbIN HE06X0AMMO Co0bLLaTh NP HaBeAeHUN
crnpaBok 06 annapare.

MopTt USB (ans noakntoueHmns yctpoicts USB)
K nopty USB MOXHO MOAKMOUNTL NMEIOLLYIOCS B Mpogaxe knasnaTypy USB.

() NopT USB (ANnsA noak/iloueHUA KoMnbloTepa)
K 3Tomy nopTty USB MOXHO MOAKIHOUNTL KOMMBIOTEP C MOMOLLIbIO MMeLOLLLerocs B npogaxe kabens USB.
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E) CeTeBoM nopT

AnnapaT MOXHO NOAKNHUNTL K MPOBOAHOWN NOKaNbHOM CeTU, MOACOEAVHUB VIMELLMACA B Npojaxe kabenb
Ethernet k ceTeBOMY MoOpTY.
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BHyTpeHHUe KOMMOHEHTbI

96A2-009

KapTpuaxu c ToHepoM ycTaHaBNMBalOTCA BHYTpb annapata. ©3amMeHa kapTpuaxeii c ToHepom(P. 641)

Cnotbl

YcTaHoBUTE KapTPUAXKN € TOHepoM Y (kenTblln), M (nypnypHbiii), C (rony6oii) n K (4epHbIii) B C10TbI B
yKa3aHHOM ropsijKke oT 3aAHel K nepefHel cTopoHe. CoTbl NPOMapKMPOBaHbI € yKazaHneM LiBeTa
KapTpuaxa C TOHepoM.

JloToK Ans KapTpuaKeii c TOHepoMm
BbIABVIFaI\/’ITe NIOTOK C KapTpuna>XaMun C TOHEPOM, UTO6bl 3aMEHUTHL KapTpuaxun.

15
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NaHenb ynpaBsieHus

MNaHenb ynpaBneHusa CnyXxXuT 414 KOHTPOoiA pa6OTbI annapata um HaCTpOI7IKI/I i

96A2-00A

€ro napamMmeTpos.

Ecnin n3o6pakeHrie Ha gUCnee CI0XHO MPOCMaTpUBaTb, OTPeryImpyiiTe
yron naHenu ynpasneHus, kKak NokasaHo crnpasa.
|
I\‘-\—'\
|

Awvcnnein

OTobpaxkaeT akpaHbl AN ynpasaeHns GyHKUUAMU, MHPopMaLmMm 06 NCNoNb30BaHUK annaparta, CoobLLeHMi
W APYrnx ceefeHnii. BeinonHATL AeliCTBUS Ha 3TO CEHCOPHOI NaHen MOXHO, Kacasach 3KpaHa naabLamu.
OWcnonb3oBaHMe naHenu ynpaeneHus(P. 116)

KnaBuwa FpoMKoCTb 3BYyKa ( i )

PerynupoBka rpoMKocTu.
OPerynupoBka rpomMKocTu (ana mogeneii c pyHkumeii pakca)(P. 197)
OPerynupoBka rpomMKocTu (ana mogeneii 6e3 ¢pyHkumm ¢pakca)(P. 200)

KnaBuwia akoHoMum 3Heprum ([§)

MepeBoOAMTCS annapaT B CMSLLMIA PEXMM /1St COKpaLLLeHWsl SHepronoTpebaeHus. B crsiLem pexunme
NHAVKATOP FOPUT XXenTo-3e/1eHbIM. ( CHMKeHUEe NoTpe6aeHns 31eKTPO3IHEPrum (CRALLUA pexxmum)

(P. 114)

NHAMKaTOp AaHHbIX

MuraeT Bo BpeMsl BbINMOIHEHWSI onepaLyii, HanprMep rnpu obMeHe JaHHbLIMWU UKW NeYaTu, U FOpUT, Korga
JAaHHble OXNAAT 06paboTKu.
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UHaukaTop ombKkun
MuraeT uam roput Npy BO3HMKHOBEHUN 3aMATUA ByMaru Uauv Apyrom owmeku.

@ Knaeuvwa FnasHbiii (@) )
OTo6paxeHue s3kpaHa [[naBHbIi]. © 3kpaH [FnaBHbIA](P. 119)

KnaBuwa octaHoBKU ( (7] )
OTMeHa BbINOHAEeMOM onepayum.
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YCTpPOMCTBO Nogaum

96A2-00C

-u.______\_\_
—

KpbiwKa ycTpoiicTBa nogaumn

OTKpbIBaiTe 3Ty KPbILLKY, YTOBbI MOYNCTUTL BHYTPEHHME MOBEPXHOCTW YCTPOCTBA NOAAUN UAN YCTPAHNUTL
BO3HVKLLEE B HEM 3aMATHE Bymari.

MepeaBUKHbIE HaNpaBasoLWne
CoBmecTuTe HanpaBndawwme ¢ KpagdMm opurmHanoB A4 UX NMpaBuibHOroO pasMeLlleHus.

JloToK Nnogayvi OpUrnMHanoB

B 3TOT N0TOK MOXHO NMOMECTUTb OAWNH UIWN HECKOIbKO INCTOB opurnHanoB. OPa3smellueHmne
opuruHanos(P. 136)

JloToK Bblja4yv OPUrNHanoB
OTCKaHI/IpOBaHHbIe opurnHanbl Bbl6paCbIBa|OTCﬂ B JIOTOK BblAa4n OPUTNHANOB.

06n1aCcTb CKAHUPOBAHMA YCTPOMCTBA NOAAYUU JOKYMEHTOB
OpurunHanbl, NOMeLLeHHbIe B yCTPOMCTBO NOAauM, CKAHNPYHOTCS.

@ BAXHO

He nomeluaiTe HMKakve NpeAMeTbl B IOTOK BblAauy OPUrMHaNoB. 3TO MOXET MPUBECTU K MOBPEXAEHUIO
OpPUrMHaNoB.

NMPUMEYHAHUE

e BbINOAHUTE UMCTKY YCTPOMCTBA MNOAAUN, €CN MPU €ro NCrosIb30BaHNV OTMEYaoTCa cieaytoLme
cumnTombl: OYucTka ycTpoiictBa nogauu(P. 635)

- OpurmnHansl nayukarTcs
- OpurmHanel 4acTo 3aMMHaKTCsA

- Mocne CKaHNPOBaHWMA, KOMNPOBaHUA NN OTNPaBKN ¢a|<cos oTnevyaTaHHble CTPaHWLUbI BbIrNAAAT
CMa3aHHbIMIA
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MHOro¢pyHKLUMNOHA/IbHbIW NIO0TOK

96A2-00E

B MHOrodyHKLMOHaNbHbIV NOTOK 3arpyxaeTcs 6ymara, KoTopast ucnosb3yetcs He Yacto. ©3arpyska 6ymarv B
MHOro¢pyHKLOHaNbHbIA N0TOK(P. 145)

Hanpasnstowme ansa 6ymarmn
CoBmecTuTe HanpaBagwwe c Kpaamum 6ymar|/| ANA ee NpaBUIbHOIo pasMeLlleHns.

NloTtok ansa 6ymarmn
BeigBurarite nogAoH Ans 6ymaruv npu 3arpyske éymaru.

Pblyar pa3z6/10KMpoBKU
MNepemellariTe HanpaBaaoLMe Ana bymary, yaepXmneas HaXaTbIM pblvar pa3bioKnpoBKN.
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JloTok gna 6ymarm

96A2-00F

3arpyxaiite B 10TOK 419 6ymMaru Ty 6ymary, KoTopyto ncnosb3yeTe yalle Bcero. ©3arpyska 6ymarv B I0TOK Ans
6ymarn(P. 140)

Hanpaensiouwue ans 6ymarun
CoBMecTWTe Hanpas/soLMe ¢ KpasMy Bymaru 4nsi ee NpaBUIbHOIO pasMeLLeHus.

Pblyar pa3z6/10KMpoBKU
MNepemellariTe HanpaBasoLWMe Ana bymary, yaepXmneas HaXaTbiM pblvar pa3bioknpoBKu.

Pbluar pa36noKnpoBKu (418 pasaBMIKeHUs 10TKa ans 6ymarm)

Mpw 3arpyske 6ymarv AANHHEe, YeM NCT A4, pasfBUHbTE IOTOK A1t GyMari Ha cebsi, yAepXunBas HaxaTbiM
pblyar pa36aoKMpPOBKN.

* Korga notok ans 6yMar|/| Pa3aBVHYT, OH He 3a4ABUTaeTCA B annapat NoO/IHOCTbHO.

20



06 annaparte

NMoppep>xnBaemas 6ymara

Janee npreejeHsbl CI)OpMaTbI N TUMbI 6ymarm, KOTOPYH MO>XXHO NCMOJ/1Ib30BaThb B arrapare.

OCnNopapepxmnBaemblie ¢popmaTbl 6ymarn(P. 21)

CNoapaep>xnBaemble TUNbl Gymaru(P. 22)
CHeponycTumas gnsa ncnonb3oBaHusa 6ymara(P. 24)

NMPUMEYAHUE

96A2-00H

e [puv o6paLLeHnn 1 XpaHeHUN ByMarv Heo6X0AMMO COBAATb MephI MPeAoCTOPOXHOCTM. OMepbl

NpeAoCTOPOXKHOCTY NPU ob6paLeHun c 6ymaroli(P. 25)

MNoaaep>xvBaemMble popmaTtbl Bymaru

/ : cnonb3yeTca

= : He ncnons3syetcst

®dopmat 6ymaru

Kacceta gnsa
6ymaru 1

Kacceta gns
6ymarm 2 '

MHoro$yHKUWOHaNbHBbIA
JIOTOK

ABTOMaTU4yecKas

ABYXCTOPOHHSASA NeYyaTb
*2

A IS v
= v
A5 "3%6 v
A6 "

Legal (LGL) *3*4

Letter (LTR) *3*4*5

AN

Statement (STMT) *3

Executive (EXEC)

Oficio *3*4

Oficio (Bpasnnus) *3*4

Oficio (Mekcuka) *3*4

Letter (Government) *3*4

ANEANERNERNIR NER NERNIRNIRNIRNIRSE

NEXXNXIN NN NN NN S

ANERNER NI NI NEANE Y Y NI N NN

ANERNER NI
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dopmat 6ymarmu Kaccera ansa | Kaccerta ans MHOropyHKLNOHa/bHbIA ABTOMaTMNyecKasn
6ymarn 1 6ymarm 2 JIOTOK ABYXCTOPOHHSA neyaTb
2

Legal (Government) *3*4

Foolscap/Folio *3*4

Foolscap (ABcTpanus) 34

Legal (MHaus) *4

AR NI NN
SN XX
SN K]S

3x5 aloiimoB i B

KonBepT N210 (COM10)

KoHBepT Monarch

AV

ANERNERNERNERNER NEANE VR
#

KoHBepT C5 W W
KoHBepT DL v/ W W
HectaHpapTHbI popmaTt 6ymarm J *7 'f' *8 l *9 l *10

*1 JononHutensHo npunobpetaemsiii Paper Feeder PF-K

*2 ABTOMaTUYECKAN NeyaThb Ha 06enx CTOPOHaX ICTa 6e3 Heo6X0AMMOCTU MOBTOPHO 3arpyXaTh Gymary.

*3 NoszBonseT pacneyaTtbiBaTb NOyUYeHHble GaKchl.

*4MNo3BosiAeT pacneyaTbiBaTh NOyUYEHHbIE HTEPHET-AKCbI.

*5MNo3BosiAeT pacneyaTtbiBaTh OTUETbI 1 CIIUCKN.

*6 Mo3zBonseT 3arpyxatb 6ymary B NopTPETHO UM anb60MHOI OpreHTaLmK.

*7 MOXHO MUCMonb30BaThk GyMary HecTaHAapTHOro pa3mepa B AvanasoHe oT 98,0 MM x 148,0 MM 10 216,0 MM X 356,0 MM.

*8 MOXHO 1UCMoNb30BaTh GyMary HecTaHAapTHOro pa3mepa B AvanasoHe oT 100,0 MM x 148,0 MM 0 216,0 MM x 356,0
MM.

*9 MoxHO MCronb3oBaTk Gymary HecTaHAapTHOro pasMepa B AvanasoHe oT 76,0 MM X 127,0 MM A0 216,0 MM X 356,0 MM.

*10 MoxHO Mcnonb3oBaTh Gymary HecTaHAapTHOro pasMepa B AnanasoHe oT 148,0 MM x 148,0 MM g0 216,0 MM x 356,0
MM,

I'Iop,p,ep>|<|/|BaeMb|e TUMbI 6ymar|/|
MOXHO ncnonb3oBaTb bymary 6e3 cogepxaHus xnopa.

J: Mcnonb3yetca  x : He ncnonb3yeTcs
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Tun 6ymarn

Macca 6ymarn

KacceTa KacceTa
Ans Ans
6ymarn 1 | 6ymarm 2

*1

MHOropyHKLNOHa/bHbI
JI0TOK

ABTOMaTM4yeckas
ABYXCTOPOHHASA
neyatb 2

ToHkas 13

60 r/m2

v

Mpoctas 1 *3*4

61 r/mM2 - 74 r/m2

Npocras 2 *3*4

75 r/m2 - 82 r/m2

Mpoctas 3 *3*4

83 r/m2 - 90 r/m2

SN KK NS
AR NI B NERN

A R R N B

MpocTasn 4 91 r/m2 - 119 r/m?

MnotHas 1 120 r/m? - 128 r/m?

MnotHas 2 129 r/m? - 163 r/m?

MnotHas 3 164 r/m? - 176 r/m? W W =

Nepepa6oTaHHas 1 *3*4

61 r/m2 - 74 r/m?

Nepepa6oTaHHas 2 “3*4

75 r/m2 - 82 r/m2

Nepepa6oTaHHas 3 *3

83 r/m2 - 90 r/m2

Mepepa6oTaHHas 4

91 r/mM2 - 119 r/m2

NepdopupoBaHHas 1

61 /M2 =74 r/m2

NepdopupoBaHHas 2

75 r/m2 - 82 r/m2

ANER IR N NI NN

AN NI N NER NN

Apnbikn

=

LiBeTHas *3*4

61 r/m2 =74 r/m?2

®dUpMeHHbI 61aHK 1

61 r/mM2 - 74 r/m2

DUPMEHHbIV 6naHK 2

75 r/m2 - 82 r/m2

DUpPMEHHbIV 6naHK 3

83 r/m2 - 90 r/m2

DUpMEHHbIV 6naHK 4

91 r/m2 - 119 r/m?

dUpMeHHbIV 6n1aHK 5

120 r/m2 - 128 r/m?

ANEANEA NI NIR VIR N NI NI NS

A NER NI NER NN

ANEANEANER NI NI NS Y Y N N N N N VAR N N N NI N

AR Y Y Y
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Tun 6ymaru Macca 6ymaru KacceTta KacceTta MHoOro@yHKLOHaNbHbIV ABTOMaTMyeckas
ans ans NOTOK ABYXCTOPOHHSASA
6ymarn 1 | 6ymarm 2 neuatsb "2
i
DUpMEeHHbIV 611aHK 6 129 r/m2 - 163 r/m?

s
s

v

v
®UpMeHHBIVi 6naHK 7 164 /M2 - 176 /M2 % % v %
C nokpbiTMeM 1 18- 120 v v v
C nokpbITNeM 2 121150 o v v v
C nokpbiTheMm 3 151 /2 =200 /7| g v v v
Envelope *> — V’ st / b

*1 lononHWTeNnsHo NprobpeTaemsilii Paper Feeder PF-K

*2 ABTOMaTUYecKasl NeyaTb Ha 06eunx CTOPOHax cTa 6e3 Heo6X0AMMOCTM MOBTOPHO 3arpyKaTk 6ymary.
*3 MNo3BonisieT pacrneyaTbiBaTb NOyUYeHHbIE MHTEPHET-GaKChl U MHTepHET-GaKChl.

*4 Mo3BonsieT pacneyaTtbiBaTb OTUEThI 1 CIIUCKN.

*5 Mpw yka3aHMM HeCTaHZAPTHOro pa3mepa B kadecTBe TuMna bymarn otobpaxarotcst 3HaueHus [KoHsepT 1] n [KoHBepT
2]. Ecnv npu BbibpaHHOM Tune bymaru [KoHBepT 1] KauecTBeHHas neyaTb HEBO3MOXHA, HanpumMep 13-3a 0TC/1I0eHs
TOHepa, NonpobyiiTe NCNONb30BaTb BapmaHT [KoHBepT 2].

Hegonyctnmas ans ncnonb3oBaHusa bymara

I'Iepe,q BbIMOJIHEHMEM NeYaTn yA0CTOBEPLTECH B TOM, UYTO NCMNOJ/Ib3yeTCA NogXxoaAaLlas 6yMara. He I/ICI'IOI'Ib3yI7ITe
6yMary cnepyrLmnx TMNoB, NOCKOIbKY 3TO MOXKET NPUBECTU K 3aMATUO U ownbkam neyvaTu:

NOMATYH0, NeperHyTyto, CKpyUYeHHyH, MOPBaHHYH WAV BAaxHyto 6ymary™!
TOHKYIO COJIOMEHHYI0 bymary, oueHb TOHKYH Bymary, rpybyto bymary, rasiHueByto bymary

6ymary C kieem WAW APYroi BbICTyMatoLleli Hapyxy KNerikol MOBEpXHOCTbI, WUAM Bymary Afns 3TUKETOK,
MOANOXKA KOTOPOIA SIerko oTcnanBaeTcs

bymary, oTnedataHHylo Ha TepmorpaduyeckoMm MpuUHTepe, 06paTHYI CTOPOHY bymaru, oTrnevaTaHHOW Ha
TepmorpaduyeckoM npuHTepe

*1 Mpwn neyaTtn Ha BAaXHOI Gymare B 30He BbIBOAA HyMari MOXeT BbIXOAUTb Nap, a kanav BoAbl 06pa3oBbiBaThCA Ha
KOMMOHEHTaXx BbIXOAHOIO 10TKA, OAHAKO 3TO He YKa3blBaeT Ha HeMCNpPaBHOCTbL. CBS3aHO 3TO C TeM, UTO BOAQ,
cozepxallascs B bymare, ncnapsietcsi nog Aeictemem Tensia, o6pasyemMoro npuv 3akpenseHnmn ToHepa Ha bymare.
BepoATHOCTL TAaKOro ABNEHNS BbILLE MPU HA3KOM TeMnepaType B MOMeLLeHNN.
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Mepbl NpeAo0CTOPOXKHOCTY NMpPU o6paLLeHumn c bymaroi

96A2-00)

Bo n36exaHue 3amMATIsS ByMaru 1 pyrux ownbokK, a Takxke 48 obecneyeHns KauecTBeHHOl neyaT, Heo6xoaMMo
NPVHYMaTb Mepbl NPeAOCTOPOXHOCTY NPY 06paLLeHNI 1 XpaHeHW Bymaru.

[Ans TOoro uTO6HI NOAAEPXKMBATL KAYECTBO ByMaru Ans nevatu, cobtohainTe 0CTOPOXHOCTb NPU XpaHEHNN 1
CKnevBaHUKM bymaru.

m O6paLleHne N xpaHeHne bymaru

AKKNIMMaTUusauua 6ymaru K cpege akcnsyatauum annapara

Mepes ncnonb3oBaHWeM bymarn B annapaTe 06583aTe/ibHO NOAIHOCTBIO akKKIMMaTU3VPYITe ee K cpeje, B
KOTOpPOW HaxoauMTca annapart. Ecav nomecTnTb B annapaT bymary, KoTopas XxpaHuaacb Npuv Apyromn
TemMnepaType Uan BAaXKHOCTY, 6e3 akkAnMaTm3aumm, 3To0 MOXeT CTaTb MPUYMHON 3aMATUS Bymarn nam
oLIMBOK neyaTu.

XpaHeHune 6ymaru nepefs ncnosib3oBaHMeM

Mocne BCKPbITMSA YNakoBKN peKoMeHAyeTCst MCMoib30BaTh bymary kak MOXHO ckopee. OcTaBLUNECS NNCTbI
6ymaru cnesyeT 3aBepHYTb B MCXOAHYHO YNAKOBKY U MOMIOXUTb Ha NIOCKYHO MOBEPXHOCTb.

Ansa Toro UTObbI 3alWNTUNTb 6ymary OT BAarn vnam BbiCbiXaHNA, OHa AOJ/DKHA OCTaBaTbCA 3aBepHyT0|7| B
YNakKoBKY A0 NCMOJ/1Ib30BaHUNA.

He cneayeT xpaHUTb 6ymary B CIOKEHHOM WV CBEPHYTOM BUZE.

He cnegyeT xpaHuTb 6ymary B BepTUKaNbHOM MOMOXEHWM, @ Takxke KNacTb APYr Ha Apyra CAWLLIKOM
60/1bLLOE KONMYECTBO Bymaru.

He cneayeT xpaHuTb 6ymary moj MpsiMbIM CONHEYHbIM CBETOM WM B MeCTe C BbICOKOU BAAXHOCTbIO
BO3JyXa, a TaKxke Mpu Temrepatype W BAAXHOCTM BO3AyXa, KOTOpble 3Ha4YMNTeNIbHO OTAMYaloTCcA OT
3HayeHWli 3TUX NapaMeTpoB B Cpeje 3KCnyaTaumm annapara.

m XpaHeHue 1 CKerBaHve oTrevyaTtaHHoON bymaru
XpaHeHune 6ymaru
XpaHuTe 6ymary Ha nioCKor NoBepXHOCTU.

He xpaHuTe bymary BMecTe ¢ npegmMeTamMu 13 noansmHuaxnopuaa (MBX), Taknmum Kak Npo3padHble Nanku.
ToHep MOXeT pacTasTb, U3-3a Yero bymara npuamnHer k MBX.

He xpaHuTe bymary B CIOXXEHHOM WY CKOMKAHHOM Buge. TOHEP MOXET OTC/OUTbLCS.
He xpaHuTe 6ymary B MecTax € BbICOKOI TeMMepaTypoi.

Mpwn XpaHeHWN Bymaru B Te4eHve 4IMTeNIbHOro BpeMeHW (bonee ByX f1eT) ee ciefyeT NomMeLLaTth B nanke
VAW APYroM nojo6HoOM NpucnocobneHmnu.

Mpwn xpaHeHWn bymaru B Te4eHne ANNTeNIbHOro Nneprioja BpeMeH BO3MOXHO ee BbiLBeTaHue, 13-3a 4ero
61eKHyT LBeTa HanevyaTaHHbIX Ha Hell N306paXKkeHuIA.

Mepbl Npeo0CTOPOXKHOCTU NPU CKIEMBAHWUU oTNeYyaTaHHOW 6ymaruv

Bcerga I/ICI'IOI]b3)/I7IT€ HepacTBOpUMble KNnedllne BellecTBa.

Mepes HaHeceHMeM KJesillero BeLlecTBa BbINOAHMTE MPOBEPKY C MOMOLLBI HEHYXHOro fMCTa
oTneyaTaHHOI 6ymaru.

MNepes nomMeLLeHMEM Ha XpaHeHMe gaiiTe ckieeHHoM bymare NOMHOCTbIO BbICOXHYTh.
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TexHUn4eckume XadpPaKTepnuctTmukKm

96A2-00K

TexHunuyeckmne XapakKTePUCTUKN MOTYT N3MEHATBCA NMPUN YyCOBEPLUEHCTBOBAHNN N34e/1NA, a X CO4EPXKNMMOE MOXET

O6HOBIATLCA C YY4EeTOM M3AenuniA, KoTopble 6yayT BbinyLleHbl B byayLiem. [ToapobHble cBefeHVS 06 N34eNNsX CM. Ha
Beb-caliTe Canon.

https://global.canon/

TexHnYecKme xapakTepmncTMKmM 0CHOBHOrO 610Ka
(©OcHOBHbIe TeXHUUEecKUe XapaKTepucTtukun(P. 27)
OTexHunUecKme xapaKTepmcTUKU ycTpoiictBa nogauu(P. 30)

TexHUYecKme XxapaKTepUCTUKN U GYHKLN

OTexHunueckme xapakTepmcTuku neyatu(P. 31)

OTexHunueckme xapakTepmucTuku cneumukauyms(P. 34)
OCneuudukaumm pakca(P. 35)

(OCeteBsble cneyudpukauyumn(P. 36)

OCneuudukaumm pyHkLMiA obecneyeHns 3amTbl 1 ynpasneHus(P. 37)

Cpepa aKcnyaTaumu, a Takoke NoaAep>KMBaeMoe NporpaMMHoe o6ecneyeHue 1 cepBepbl
ONopapepxnBaemas cpeaa(P. 42)

m CM. Takke

TexHMUYecKMe XxapaKTepuCcTUKU onuunin
MOXHO NpoBepmnTb COBMECTUMOCTb OMNLNI U NX TEXHNYECKME XapaKTepUCTUKN.
CNopaep>xnBaembie onuuun(P. 4)
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OCHOBHble TeXHn4Yeckue XdPaKTePUCTUKHN

96A2-00L
Tvun Komnbtlotep
Moapep>xmBaemMblii LUBeT MonHbIN LuBeT
PaspelueHme ckaHnpoBaHus 600 x 600 Touek Ha AtoliM
Pa3pelwueHue neyatu 600 x 600 ToYeK Ha AtoliM
Konnyectso oTTeHKOB 256
KonnpoBaHue opurnHana Makcrmym: 216,0 Mm x 297,0 Mm

Nuct/KHura: He 6onee 20 Mm

dopmaT 6ymarm Ans KonmpoBaHus Makcnmym: 216,0 MM x 356,0 MM
MuHUMYM (nOTOK ANa 6ymarn): 98,0 Mm x 148,0 MM

MWHUMYM (MHOTFOQYHKLIMOHANbHbIN N0TOK): 76,0 MM X 127,0 MM

Kpa¥i (npu konnpoBaHuu)
CTeKN0 3KCMOHMPOBaHUA
BepxHuin: 5 MM £ 4,5 Mm

JleBbI 1 NpaBbIin: 5 MM + 3,0 MM
YcTpoiAicTBO nogaumn

BepxHuii: 5 MM £ 4,5 Mm

JleBblli 1 NpaBbIi: 5 MM £ 4,5 MM

Tvn n naoTHOCTL 6ymaru CnhoppepxxnBaemasn 6ymara(P. 21)

Bpems nporpesa *’ Mocne BKIOYEHNA

14,0 c unn meHee
* BbICTPbI 3aNyCK AOCTYMNeH He BO BCEX YCIOBUAX 3KCMayaTaLum.

Mocne BbIxoga NX CMSILLLEro peXxxmma

He 6onee 5,3 cekyHg,

Bpems Ha nepByro KONuio MonHbIN LBeT: Npu6. 9,4 CeKyHA
(A4)
YepHo-6enbliii: npnb. 8,3 cekyHA

CKOpOCTb HenpepLIBHOTo KoNMpoBaHWaA “2 | MoNHbIA LBeT: 33 INCT. B MUHYTY
(A4)
YepHo-6enbiii: 33 ANCT. B MUHYTY

CKOpOCTb CKAHNPOBAHNSA OPUTNHaNOB MonHbIn UBeT: 1,9 cekyHs Ha ancT
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YepHo-6enblii: 1,8 cekyHA Ha ancT

YBenunueHue

Ot 25 80 400% (c warom B 1%)

CrcTema nogaum 6ymarv M KoJIM4ecTBo
6ymaru *3

JNloTok ansa 6ymaru x 1
250 nucTtoB (64 r/m2, 80 r/m?)
MHoro¢yHKLNOHaNbHbIV N0TOK

50 nuctoB (64 r/m?, 80 r/m?)

CncTema BbIBOAA M KONMYECTBO Gymaru 3

BbixogHoO N0TOK

150 nuctos (75 r/m32)

KonunuectBo Konuii noapag

999 nuctos

dneKTponuTaHue

220 B - 240 B nepem. Toka, 3,2 A, 50 'u/60 Iy,

NoTpe6nsemasn aHeprus ™'

MakcmmanbHoe 3HepronoTpeéneHve
He 6onee 1 380 BT
B cnawem pexxume

B cpegHem npmbnunsutensHo 1,0 BT (USB, nogkntoueHme No NpoBOAHOMN UK
6ecnpoBOAHON TOKaNbLHON ceTu)

I1p|/| BbIKJIOYEHHOM MUTAHUN

He 6onee 0,3 BT

Pa3mepbl 425 MM x 461 MM X 430 MM
(W x T xB)
Macca MF754Cdw

(6e3 KapTpuAXel c TOHepom)

Mpnén. 22,0 kr
MF752Cdw

Mpnén. 21,7 r

MakcmanbHoe 3aHMMaemMoe MecTo

591 MM X 917 MM X 862 MM

* Bokpyr annapata Heo6xoA1MMOo oCcTaBUTb He MeHee 100 MM.

06beM NnamMmaTun

O3Y:1T7b

Cpeaa akcnayatauumn

TemnepaTtypa: 10 °C-30 °C

BnaxHocTb: oT 20 A0 80% OTHOCUTENIbHOW BAAXHOCTU (6e3 KOHAEeHCaLMIN)

*1 3aBUCUT OT YCIOBUIA 1 CPeABI SKCMNyaTaLMN.

*2 CKopoCTb KONMPOBaHWA/NeyaT! N3MepsIeTcs Ha OCHOBAHWW BHYTPEHHEro TeCTVPOBAHA MPU NCMONb30BaHNN
6ymarun ¢opmaTta A4 1 0OAHOCTOPOHHUM KOMMPOBaHMEM/OAHOCTOPOHHEN NeYaTbio ¢ MacuiTabom 100%. BHyTpeHHee
TeCcTUpOBaHVe BK/IOYaeT HenpepbiBHOE KOMMPOoBaHWe/ HenpepbIBHYIO NeYvaTh CTPaHULbl C O4HUM 1 TEM Xe
coAepxaHneM Ha 0bblYHO bymare (CKOPOCTb KOMMPOBaHWSA TECTVPYETCA NyTem KOMMPOBaHWS CO cTekna
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3KCMOHMpoBaHKA). CKOPOCTb KONUPOBaHMsA/NeYaT MOXeT 3aBMUCeTb OT TUNa 1 popmata bymaru, a Takxxe HanpasneHus
nogaun ymaru.

YCTpOCTBO MOXET aBTOMAaTNYeCKM OCTaHOBUTLCA AN 3aMeA/INTb paboTy C Liefiblo HAaCTPOLiKK paboyelt cpeabl
NpuHTEepa, HanprMep TemnepaTypbl ONpeeneHHoro 6J10ka, AN OrpaHNYeHNs BANAHUS Ha Ka4ecTBO N306paxeHNs BO
BpPeMs HernpepbIBHOrO KOMMPOBaHMA/HeNpepbIBHOM nevaTtu.

*3 3aBUCUT OT cpeabl YCTAaHOBKU VICI'IOHbByEMOI7I 6ymar|/|.
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TexHUn4eckume XadpPaKTepnuctTmukKm yCTpOﬁCTBa nogayum

Tun ycTpoiicTBa nogaum

YCTPOWNCTBO aBTOMaTUYECKOW ABYXCTOPOHHEN Nojayun AOKYMEeHTOB

dopmaT 1 TUN opurnHana

dopmaTt opurnHana
Makcmym: 216,0 Mm x 355,6 Mm

MuHnmym: 48,0 MM x 85,0 MM

MnoTHOCTbL OpUrMHana

50 r/m2 - 105 r/m?

KonvuecTBo BMeLLaeMbIX OPUTMHANOB
(A4)

50 nnctos (80 r/m?)

CKOPOCTb CKAHUPOBaHWUA OPUTMHAJIOB
(A4)

KonupoBaHwue (300 x 600 Touek Ha Atoim)
OAHOCTOpPOHHEe CKaHMpoBaHUe

MonHeIll ugeT: 20 CTP. B MUHYTY
YepHo-6enbiii: 40 CTp. B MUHYTY
[ByxcTopoHHee cKaHMpoBaHue

MonHelli uBeT: 40 CTP. B MUHYTY

YepHo-6enbliin: 80 CTp. B MUHYTY

KonuvposaHue (300 x 300 Touek Ha atoiim) *!
OAHOCTOpPOHHEEe CKaHMpoBaHUe

MonHbI ugeT: 40 CTP. B MUHYTY
YepHo-6enblii: 50 cTp. B MUHYTY
AByxcTopoHHee cKaHMpoBaHue

MonHelli uBeT: 80 CTP. B MUHYTY

YepHo-6enbiii: 100 cTp. B MUHYTY

*1 3aBUCUT OT YCII0BUIA 11 CpeAbl SKCMTyaTauum.
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TexHUn4eckume XdpPaKTeEPUCTUKN NeYaTn

OdyHkuma npuHTepa UFRII(P. 31)

OdyHkums npuHTepa PS(P. 31

)

OdyHkumsa npuHTepa PCL(P. 32)
OdyHKUMA NeyaTu ¢ 3aNoMUHalLero ycrpoiictea(P. 33)

DOyHKLNSA NPUHTEpa

UFRII

Tvin

BHyTpeHHAs

dopmat neyaTmn

OCnNopapepxnBaemas 6ymara(P. 21)

CKOpOCTb HenpepbiBHO nNeyaTu

(©OcHOBHble TeXHUYECKME XapaKTepucTuku(P. 27)

Takas xe, KaK CKOPOCTb HenpepbIBHONo KonmpoBaHMA AnA OCHOBHOIoO 6n0Ka

PaspelueHue

O6pa6oTKa AAaHHbIX

1200 x 1200 Touek Ha gtoiim, 600 x 600 ToUek Ha AHONM

fA3bIK onucaHusa ctpaHuny (PDL)

UFRII

I'Iop,p,ep>KV|BaeMb|e NMPOTOKO/1bl

TCP/IP: LPD, Port9100, IPP, IPPS, WSD

BcTpoeHHble WpnThI

HeTt

NHTepdeiic

UsB

USB 2.0 Hi-Speed

MpoBoaHas ceTb

10Base-T, 100Base-TX, 1000Base-T (coBmecTMa c IEEE 802.3)
becnpoBogHasn ceTb

IEEE 802.11b, IEEE 802.11g, IEEE 802.11n

PyHKUMA NpuHTEepa PS

Tun mogenun

BHyTpeHHAA

dopmat neyaTtun

CnNoapepxnsaemasn 6ymara(P. 21)

CKOpOCTb HenpepbIBHO neyaTn

Takas xe, Kak CKOpOCTb HENpepbLIBHOro KOMMPOBaHWS A/t OCHOBHOTO 6/10Ka

(©OcHOBHble TeXHUYeCcKMe XxapaKkTepucTuku(P. 27)

Pa3spelwueHune

O6paboTKa AaHHbIX
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1200 x 1200 Touek Ha Atoiim, 600 x 600 ToUek Ha AHONM

A3bIK onucaHunsa cTpaHuy, (PDL)

Adobe®PostScript®3™

Moaaep>krBaembie NPOTOKOJIbI

TCP/IP: LPD, Port9100, IPP, IPPS, WSD

BcTpoeHHble WpUGThI

136 Roman

NHTepdeiic

USB

USB 2.0 Hi-Speed

MpoBoaHas ceTb

10Base-T, 100Base-TX, 1000Base-T (coBmecTMa ¢ IEEE 802.3)

BecnpoBopaHas ceTb

IEEE 802.11b, IEEE 802.11g, IEEE 802.11n

PyHKUMA NpuHTepa PCL

Tvin

BHyTpeHHAs

dopmat neyaTun

OnNoaaep>xuBaemas 6ymara(P. 21)

CKOpOCTb HenpepbIBHO neyaTu

Takasi xe, Kak CKOPOCTb HenpepbIBHONo KonnmpoBaHMa AN OCHOBHOIO 6noka

(©OcHOBHbIe TeXHUYECKME XapaKTepucTuku(P. 27)

Pa3spelueHue

0O6paboTKa AaHHbIX

1200 x 1200 Touek Ha groiim, 600 x 600 ToUek Ha AHONM

fA3bIK onucaHusa ctpaHuny (PDL)

PCL6, PCL5

I'Io,u,p,ep»(msaeMue NPOTOKOJbI

TCP/IP: LPD, Port9100, IPP, IPPS, WSD

BcTpoeHHble WpUThI

45 wpndtos Roman, 10 pacTpoBbIX LUPNPTOB

NHTepdeiic

USB

USB 2.0 Hi-Speed

MpoBogHas ceTb

10Base-T, 100Base-TX, 1000Base-T (coBmecTMa ¢ IEEE 802.3)

BecnpoBopaHas ceTb

IEEE 802.11b, IEEE 802.11g, IEEE 802.11n
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DYHKLNSA MeyaT ¢ 3anoMUHaKLLErO YCTPOIACTBA

Nopaep>xmnsaemble popmaTsl | PDF, TIFF/JPEG
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TexHUn4eckume XadpPaKTepnuctTmukKm CI'IeLl,I/I(I)I/IKaLI,I/Iﬂ

96A2-00U

Tvin

LiBeTHOW ckaHep

dopMaT CKaHMpyeMoro opurnHana

Ctekno ans 3KCNOHMpoBaHWA

Takas Xe, Kak CKOPOCTb KONMPOBaHWSA OpuUrMHana A1s 0CHOBHOrMo 6/10Ka
(©OcHOBHbIe TeXHUYECKME XapaKTepucTuku(P. 27)

YcTpoiicTBO nogaum

To e, uto 1 "®opmaT 1 TUN opuUrnHana" Ana ycTponcTea nogaymn
OTexHnueckme xapaKTepucTUKM ycTpoiictea nogaumn(P. 30)

Pa3spelueHune (MakcrManbHoe)

600 x 600 Touek Ha AtonM

CKOpOCTb CKaHUPOBaHUA OpUrnHanNa

Ctekno ans 3KCMNMOHUpoOBaHUA

Takas e, Kak CKOPOCTb CKaHMPOBaHWNA OPUTMHAN0B AJ/19 OCHOBHOMO 6/10Ka
(©OcHOBHbIe TeEXHUYECKME XapaKTepucTuku(P. 27)

YcTpoiicTBO nogauu

Takast e, Kak CKOPOCTb CKAHNPOBAaHWNS OPUTMHANOB A8 YCTPOMCTBa Nojaun
OTexHnueckme xapaKTepUCTUKM ycTpoiictBa nogaymn(P. 30)

NHTepdeiic

USB

USB 2.0 Hi-Speed

MpoBopaHas ceTb

10BASE-T, 100BASE-TX, 1000BASE-T shared (RJ-45)

BecnpoBoaHas ceTb

IEEE 802.11b, IEEE 802.11g, IEEE 802.11n

Noapep>xvBaemblii npotokon ™'

FTP (TCP/IP), SMB (TCP/IP), SMTP, POP3, TCP/IP, USB

®opmat BbIBOAA

TIFF, JPEG (oaHa cTpaHuua), PDF (koMnakTHbIN, C BO3MOXHOCTbLIO nowncka), PDF

(wunppoBaHHLIN, € LMPPOBOM NOAMNCHIO)

*1 locTynHble popMaThl 3aBUCAT OT UCMOL3YeMO GyHKLMN.
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Cneundukauymm pakca

96A2-00W

Ucnonb3yemas nunus ™! TenedpoHHas ceTb 06LLEro NoNbL30BaHMA, ceTb GakCUMUIBHOW CBA3K

MAOTHOCTb IMHUW CKAHUPOBaHUSA HopManbHbIV peXxxum

G3: 8 nukceneii/Mm*2 x 3,85 NIUHUN/MM

TouHbIV peXxxkum

G3: 8 nukceneir/Mm*2 x 7,7 AMHUU/MM

CBEpPXTOUHbBIA PeXXUM

G3: 8 nukceneit/Mm*2 x 15,4 AUHUN/MM

YNbTpaToOUHbIA pexxnum

G3: 16 nukcenei/Mm*2 x 15,4 AMHUN/MM

CKopocTb nepepauun *3 SuperG3: 33,6 K6/c
G3: 14,4 K6/c

Pe>xum oxatusa MH, MR, MMR, |BIG

Pe>xmm o6mMeHa flaHHbIMU SuperG3, G3

MaKcuManbHbIi pasmep oTNpaBAsieMoro opuruHana| A4

dopmaT 6ymarm ans sanucum OCnNoppepxmBaemas 6ymara(P. 21)

Bpems nepepaun Mpu6n. 2,6 cekyHabl ™

*1 BbinosHATL Nepeaady AaHHbIX N0 TefedOHHON AMHUM He BCeraa BO3MOXKHO (3TO 3aBUCUT OT camoii TeiledoHHO
JIHWW 1 OT PernoHa), Hanpumep, Korja CcyMma 3Ha4yeHnin ConpoTMBAeHNA TeepOHHON NNHWM 1 annapaTa npesbillaeT
1700 Q. B 3ToM cny4dae obpaTuTech K permoHanbHOMY ANepY AN B CEPBUCHBIN LIEHTP.

*2 Mnkcenn — 3T0 Mefibyalilune 3/1eMeHTbI, 13 KOTOPbIX COCTOUT LUppoBOe 1306pakeHue.
*3 C pyHKUVeit aBTOMaTUYeCkoro oTkaTa.

*4 3HaueHue, NoAyUYeHHOe NPU NCMOoNb30BaHUM TECTOBOro NNCTa opurHana Canon dopmata A4 1 cTaHAapTa nepeaadnt
ECM (JBIG).
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CeTeBble cneynpunkaumm

96A2-00X

m Obuime

Moppep>xuBaemblie npotokonsl | TCP/IP

Twn kagpa: Ethernet II

MpunoxeHusa ana nedaTtn: LPD, Raw, IPP, IPPS, WSD, Mopria, AirPrint, Windows10 Mobile
Print, Windows11 Mobile Print

m[lpoBoAHaA ceTb

NHTepdeiic 10BASE-T, 1T00BASE-TX, 1000BASE-T shared (RJ-45)

mbecnpoBojaHasa ceTb

CraHpapT IEEE 802.11b, IEEE 802.11g, IEEE 802.11n

MeTop nepepaun paHHbix |IEEE 802.11b (cuctema mogynsumn: DS-SS)
IEEE 802.119g (cuctema mogynaumn: metos OFDM)

IEEE 802.11n (cuctema mogynsaumn: metos OFDM)

Pe>xnm o6MeHa AaHHBbIMU | PeXuM NHGPaCTPYKTYpbI

Pexxnm Toukm goctyna

BesonacHocTb Pe>Xm UH$pacTpPyKTypbl
(MeTog WwndpoBaHus) WEP 128 (104) / 64 (40) 6ut
WPA-PSK (TKIP / AES-CCMP)
WPA2-PSK (TKIP / AES-CCMP)
WPA-EAP (AES-CCMP)

WPA2-EAP (AES-CCMP)

Pe>xum Toukun Aoctyna

WPA2-PSK (AES-CCMP)

MeTop HacTpoiiku WPS (3awmieHHas HacTpoiikun Wi-Fi), HacTporika Bpy4YHyto
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Cneyndunkaumm pyHKUUN obecneyeHns 3alnTbl U
ynpaBseHuUs

96A2-00Y

OBpaHgmayap(P. 37)

OI1PSec(P. 37)

OKnroun n ceptudukatbi(P. 38)

OOnpepeneHue TepMmuHa "Cna6oe wudpposaHue"(P. 39)
OTLS(P. 40)

bpaHamayap

[o 16 IP-agpecoB (nnu gnanasoHoB IP-agpecoB) MOXHO yka3aTb ans IPv4 n IPv6.

MoxHo yka3aTb g0 32 MAC-agpecos.

IPSec

IPSec annapata cootBeTcTBYyeT RFC2401, RFC2402, RFC2406 n RFC4305.

OnepavuyoHHas cucTeMa NoAK/IIOUYEHHOro ycTpoiicTBa | Windows 8.1

Windows 10
Pe>xum nogkntoueHus Pexxm TpaHCNopTMPOBKYX
MpoTokon o6meHa KnYamu IKEv1 (OCHOBHOW pexumm)

MeToza npoBepKky NOAJIMHHOCTY
O6Lwnii koY

Lndposas nognuck

AnropuTMm Xxawa (v ANHa K4a)
HMAC-SHA1-96

HMAC-SHA2 (256 61T nnu 384 6uta)

AnropnTtm wmndpposBaHus (1N ANNHA Kto4a)
3DES-CBC

AES-CBC (128 6uT, 192 6uTa, 256 61T)

AnropunTm/rpynna oé6meHa knto4amum (M gnvHa Kna4ya)
Diffie-Hellman (DH)

lpynna 14 (2048 6uT)
ECDH-P256 (256 6uT)
ECDH-P384 (384 6uT)
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ESP

Xaw-anroputm

HMAC-SHA1-96

AnropnTm wngpposBaHusa (1N ANNHA Ko4a)
3DES-CBC

AES-CBC (128 6uT, 192 6uTa, 256 61T)

AnropnTtm xawa/wmneposaHns (M AIMHA K/1t0Ya)

AES-GCM (128 6uT, 192 6U1Ta, 256 6UT)

AH

Xaw-anroputm

HMAC-SHA1-96

NMPUMEYAHUE

e IPSec noasepxvBaeT 06MeH AaHHBIMU C UHAVBUAYAbHBIM aAPECOM (OAHUM YCTPOACTBOM).

Kntoun n ceptudpukatol

HOAAep)KVIBaIOTCﬂ caiepyrolime KN4 n CepTI/I(I)VIKaTbI:

m CamoreHepupyemblii Kkou 1 camo3saBepsatoLnia ceptuomkat nam CSR

ANropmTM € UCNOJIb30BaHUEM OTKPbITbIX K/OUel (M agnuvHa kn4a)| RSA (512 6ut, 1024 6uta, 2048 61T, 4096 6UT)

DSA (1024 6uTa, 2048 6uT, 3072 6UTa)

ECDSA (P256, P384, P521)

Anroputm nognucu ceptudukarta

RSA: SHA-1, SHA-256, SHA-384™1, SHA-512*1, MD2, MD5
DSA: SHA-1

ECDSA: SHA-1, SHA-256, SHA-384, SHA-512

AnropnTm oTnevyaTtka cepTqulKaTa

SHA1

*1 BapuaHTbl SHA384-RSA 11 SHA512-RSA A0CTYMHbI TONBKO, KOrAa AnvHa kntoya RSA coctasnsieT 1024 6uT 1 6onee.

m Koy 1 ceptrudmkat unm ceptudukat LLIC anst ycTaHOBKM

dopmat

Kntou

PKCS#12*1
CepTudukar LC
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dopmart X.509 DER/popmaT PEM

PacwimpeHue ¢aiina

Kntou

".p12" nan ".pfx"
CepTudukar LC

".cer" vnam ".pem"

ANropuTM C MCNOJIb30BaHMEM OTKPBITbIX K/lo4ei (1 ANnHa K1o4a)

RSA (512 6uT, 1024 61Ta, 2048 61T, 4096 6UT)
DSA (1024 6uTa, 2048 6uT, 3072 6UTa)

ECDSA (P256, P384, P521)

ANroputM noanucu ceptmdmkaTa

RSA: SHA-1, SHA-256, SHA-384*2, SHA-512*2, MD2, MD5
DSA: SHA-1

ECDSA: SHA-1, SHA-256, SHA-384, SHA-512

ANropuTM oTneyaTtka ceptuéukata

SHA1

1 Tpe6OBaHI/IF| B OTHOLLUEHNN CepTVId)I/IKaTa, cojepikallerocs B Ko4e, onpeaendaroTca B COOTBETCTBUN C cepT|/|¢|/|KaTaM|/|

LiC.

*2 BapuaHTbl SHA384-RSA 1 SHA512-RSA A0CTYMNHbI TONBKO, KOrAa AnvHa kntoya RSA coctasnsieT 1024 6uT 1 6onee.

NMPUMEYAHUE

e Annapart He NoAjep>X1BaeT UCNob30BaHMe Cnncka oT3biBa ceptudukaton (CRL).

OnpegeneHve TepMmmnHa "Cnaboe wurdpoBaHme"

Koraa napametpy [3anp. ncnonss. cnaboro wnp.] B [[apameTpbl WndpoBaHNS] 3aAaHO 3HaYeHme [Bkn.],
MCNONb30BaTh CefytoLne anroputMbl 3anpettaetcs. O[MapameTpsbl wndpoBaHus](P. 614)

Xaw MD4, MD5, SHA-1
HMAC HMAC-MD5
WndposaHUue c 06LLUM K1HOHOM RC2, RC4, DES

Ln¢poBaHUe C OTKPLITLIM K/TOUOM

LLndposaHume RSA (512 61T/1024 61Ta)

Moanwnck RSA (512 61T/1024 61Ta)

DSA (512 61T/1024 6unTa)

DH (512 6uT/1024 61Ta)

NMPUMEYAHUE
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e [laxe Korga napameTpy [3anp.kitou/cepT.co cnab.wmndp.] B [[apameTpsbl WndpoBaHUA] 3a4aH0 3HaUYeHne
[Bk.], MOXHO MCMOAb30BaTh X3LW-anroputMm SHA-1, KOTOPbIN NCNONb3YeTCA AN MOAMNCAHNA KOPHEBOIO

ceptudurkara.
B0O3MOXHO 1CNOb30BaHMe CieAyoLWmnX CoYeTaHnii Bepcum 1 anropmutmMa TLS:
/: Mcnonb3yeTcs — : He ucnonb3syetcsa
Anropntm Bepcusa TLS

TLS1.3|TLS 1.2|TLS 1.1|TLS 1.0

Anroputm WwindpoBaHus

AES-CBC (256 6uT)

AES-CBC (128 6uT)

AES-GCM (256 6uT)

AES-GCM (128 6uT)

3DES-CBC

ANER

AR ERNERNERN
1] |
I

CHACHA20-POLY1305 'f'

ANropuTm o6mMeHa KnrYamu

RSA

I
s
S
s

ECDHE J
X25519 ¥ _— —_— JR—

Anropntm nognucu

s
s
s

RSA

AN
A
A
<

ECDSA ‘/

A
AN
AN

Anropntm HMAC

SHA1 — vV

SHA256 vf' J — —
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Anroputm Bepcusa TLS

TLS1.3|TLS 1.2|TLS 1.1|TLS 1.0

SHA384 v/ J — —
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Nopaaep>xmBaemasn cpega

96A2-010
OnepauvnoHHas cpepa(P. 42)
Noapep>xuBaemoe nporpaMmmMmHoe o6ecrneyveHme n cepsepbi(P. 42)
OnepaumnoHHasa cpeja
CuctemHas cpesa ana ckaHuposaHmsa WSD Windows 8.1
Windows 10
Windows 11
YcnoBwus akcnayaTtaumm MHCTpyMeHT Internet Explorer 11
HaCTPOMNKUN GYHKLMN OTNPaBKMN
Microsoft Edge
Google Chrome
OnepauuoHHas cpeaa AirPrint Mcnonb3oBaHme npunoxxeHms AirPrint ons ne4aTn n ckaHMpoBaHUSA

BaHHbIX 1 oTnpaBKkn ¢akcos(P. 362)

OnepaunoHHas cpeaa yaaneHHoro MM ™' Windows
Internet Explorer 11
Microsoft Edge

Google Chrome
macOS

Safari 11

Google Chrome
Android

Google Chrome

UC Browser
ioS

Safari 11

UC Browser

*1 Heo6x0AMMO paspeLnTL B Be6-6paysepe dalinbl cookies u JavaScript.

I'Io,u,p,ep>|<|/|BaeM0e nporpamMmmMHoe obecneyeHmne u cepBepbl

MporpaMmmHoe o6ecneyeHue cepBepa Microsoft Exchange Server 2013
3/1eKTPOHHOWV NOYThI/NEepecbisIKn
MHTepHeT-$paKcoB Microsoft Exchange Server 2016

Microsoft Exchange Server 2019
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Lotus Domino R7.0

Sendmail 8.15.2

MporpammMHoe o6ecneyeHune cepeepa
3N1eKTPOHHOW nouTbl/Npuema
NHTepHeT-¢paKcoB

Microsoft Exchange Server 2013
Microsoft Exchange Server 2016
Microsoft Exchange Server 2019

Lotus Domino R7.0

Qpopper 4.1.0

daiinoBble cepBepbl, JOCTYMHbIE ANS
nepegauv ¢aiinos

SMB

Windows 8.1

Windows 10

Windows 11

Windows Server 2012 / Windows Server 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Mac OS X 10.15/11.0/12.0

CentStream8
FTP

Windows Server 2012: Internet Information Services 8.0

Windows 8.1 / Server 2012 R2: Internet Information Services 8.5

Windows 10 / Windows 11 / Server 2016 / Server 2019 / Server 2022: Internet
Information Services 10

CentStream8

AocTynHble cepBepbl LDAP

Windows Server 2012 c Active Directory
Windows Server 2012 R2 ¢ Active Directory
Windows Server 2016 c Active Directory
Windows Server 2019 c Active Directory

Windows Server 2022 c Active Directory
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PekomeHayemMble GYHKLMA

96A2-011

B aTom pasaene onncbiBakoTCA d)yHKLI,I/II/I, KOTOpPbIe peEKOMEHAYETCA NCMOJIb30BaTb C TEX NN UHbIX CUTYyalnAaX aAna
peweHna onpegeneHHbIX 3a4a4, HanpuMep ynpolleHne ynpasneHna n obmMeHa AOKYMEeHTaMW, 3KOHOMUA 6ymar|/| n

3N1eKTPO3HEPrM, a TakxXe yNydLleHne onepauuii.

I = % D)
»

k.3

®

OouundpoBka pokymeHTOB(P. 45) O3koHomumsA cpeacTB(P. 46) CnNoBbiweHUe 3¢ PeKTUBHOCTU
onepauuii(P. 47)
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OundpoBKa AOKYMEHTOB

OLI,I/Iq)pOBKa 6yMa)KHbIX AOKYMEHTOB MNO3BOJIAET HE 6ecrnokonTbCst U MecTe ANA X XpaHeHUA 1 nopye Taknx

96A2-012

AOKYMEHTOB CO BpEMEHEM. Kpome TOro, B LI,I/ICI)pOBOM BrAae AOKYMEHTbl MOXHO NMpoCcMaTpmBaTb N NCMNOJIb30BaTb Ha

KOMMbIOTEPAX N MOBUBLHBIX YCTPOICTBA.

CKaHMpoBaHUe 6yMa>kHbIX JOKYMEHTOB

DYHKLMA CKAHMPOBAHNA NO3BONAET NPe06bpPa30BbIBaThL JOKYMEHTbI 1
doTorpadu B AaHHbIE, KOTOPLIE MOXHO COXPaHSATL U NepeckinaTth B
3NeKTPOHHOM dopmare.

(OCkaHunpoBaHue(P. 247)

HeobXxoAMMbIM 06pa3oM. [laHHbIe MOXHO Npeobpa3oBbiBaTh B $paiibl PDF ¢
BO3MOXHOCTbIO MOWNCKA, a TakKe pa3AenaTb JaHHbIE HA CTPAHMWLIbl M COXPaHATb
1X B TaKOM BUge.

OCnNapameTpbl ckaHMpoBaHUs(P. 278)

B
=,
HacTpoliku ckaHMpoBaHWs NO3BOASIOT afanTUPOBaTb 3TOT NpoLiecc w -
it

OundpoBKa AOKYMEHTOB, OTNpaB/iieMbiX No ¢paKkcy

'
Pl

B

ul

Mo>HO oundpoBbIBaTE NosyYaemble Gpakcbl U OTAPABAATL GaKCbl MPSAMO C KOMMbIOTEPA. ANnapaT Takxe
Mo3BOJIsieT CBOEBPEMEHHO OTMPaBAsATb U MPOCMaTPUBaTh GaKcbl, Jaxe ec/iv Bbl HAXOAMNTECh AafeKo OT Hero.

Mepecblsika N coxpaHeHMe NoJly4eHHbIX GaKCoB B 3/IeKTPOHHOM
dopmarte

Monyyaemble pakcbl MOXHO aBTOMATUYECKN MepeckliaTh Ha YKa3aHHbI
KOMIMbOTEP UAVN MOBUIbHOE YCTPOICTBO U COXPaHATD.

CABTOMaTUUECKas NepecbisiKa N pe3epBHOE KONMpoBaHMe NoslyvyaeMbix
¢akcos(P. 298)

OTnpaBKa paKcoB C KOMMbIOTEpPa

L]
Vicnonb3ys npoueaypy, MOXOXyto Ha neyaTb 4OKyMeHTOB 1 GoTorpaduli, Ié!
MOXHO OTNPaBAATL GaKChl MPSMO C KOMMbIOTEPA. -
Oornpaeka ¢pakcos c komnbioTepa(P. 306) I a
OWcnonb3oBaHune npunoxeHus AirPrint a4ns neyaT n ckaHMpoBaHMA
AAHHbIX U oTNpaBKkn ¢pakcoB(P. 362) E
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JKOHOMMSA cpeacTB

96A2-013

JT0T annapat No3BOJIAET SKOHOMUTb 3aTpaThbl Ha 6yMary, 3/IEKTPO3HEPTNIO N d)aKCI/IMI/II'IbHyPO CBA3b.

3KoOHOMMSA 6ymaru

JKoHOMMSA ByMaruv npm neyaTum

MeyaTb MOXHO BbIMOMHATL Ha 06enx CTOpoHax bymaru, a Takxxe nevaTatb ’
HEeCKOJ/IbKO CTPaHuL, Ha O4HOM fincTe Bymaru.
MeuyaTtb c kKOoMnbloTepa(P. 221) J
MoaroToBKa K NpsiMOiA NeyaThb C 3aNOMUHAIOLLLEro YCTPOUCcTBa
USB(P. 220)

il
/N

S

3KoHoMuMsA 6ymaru npu nepepave ¢pakcos

BmecTo TOro utobbl nevaTaTh Ppakchl cpasy Nocsie UX NoJyYeHUs, NX MOXHO aBTOMATUYECKN BPEMEHHO
COXpaHATb B NaMATK annapaTa 1 nepecbliath UX. 3aTeM $pakCbl MOXHO MPOCMOTPETL U pacneyaTtaTb
TOJIbKO Te, KOTOPble BaM HYXHbI.
CoxpaHeHue Nnosly4YeHHbIX OKYMEHTOB B annapate (6n1oknposKa B namaTu)(P. 434)
ABTOMaTU4YecKas nepecblika U pesepBHOe KonmpoBaHMe nojsiyyaemMbix ¢pakcos(P. 298)

MonyyeHHble paKcbl MOXHO NevaTaTb Ha 06enx CTOPOHax AncTa bymaru.
M3meHeHMe HacTpoeK neyaTun Ans nosyyeHHbix ¢pakcos(P. 314)

3KoHOMMSA ByMaruv nNpm KoNnMpoBaHUN

KonnpoBaTb MOXHO Ha 06e CTOPOHbI INCTa ByMaru, a Takxke KONn1MpoBaTb HECKO/IbKO OPUTMHAN0B Ha
nepeaHein 1 3ajHel CTopoHe NnCTa.

AononHuTenbHbIE BO3MOXXHOCTU KonmnpoBaHUA(P. 331)

KonupoBaHue 06enx CTOPOH yAoCcTOBEpEeHUs Ha 0AUH nucT(P. 339)

OrpaHu4yeHue KoJimyecTBa JINCTOB 6ymMarm v ynpaBiieHne nmv

Kaxp,ovvly nob30BaTeNto Nan rpynne MOXHO HasHauyYnTb I/IAeHTI/I(bI/IKaTOp oTaena, UTObbI ynpasndaTb
KOIN4YeCTBOM Hane4vyaTaHHbIX N CKOMNPOBAHHbLIX CTPaHWL, NP MCNOJIb30BaHUWN KaXXA0ro Takoro
naeHTudumkaTopa.

MpoBepka NOANMIHHOCTY NoJib30BaTeNe N ynpasseHVe rpynnaMmm ¢ NOMoLL b NAEHTUPUKATOPOB
otaenos (ynpasneHue naeHtneuxkatopamu otaenos)(P. 375)

9KOHOMMS 31IeKTPOIHEPTM

AN 3KOHOMUN 3N1eKTPOo3HEeprum B annapaTe MOXHO HaCTPOUTL Nepexos B CAALNIA pexuM, Korga oH He
ncnonb3yeTcs. MNuTaHMe annapara npy 3TOM He BbIK/1H0YaeTCs, M03TOMY OH MOXeT 6bICTPO BO306HOBUTL
paboty 1 nony4yatb dakchbl.

CHWXeHMe NoTpe6neHNA 3/1eKTPodIHeprum (cnawuii pexxmm)(P. 114)

JKOHOMMSA 3aTpaT Ha ¢aKCI/IMI/IJ1bHyIO CBA3b

Nmetowmeca B annapate yCTpoicTBa OTNPaBKM 1 NonyyeHns pakcos

noaaepXmBatoT GYHKLMIO MHTEpHET-$aKCoB, YTO NO3BOJISET OTMNPABAATb U

nony4aTb $akcbl MO MHTEPHETY C LieSibko KOHTPOJIA 3aTpar.
Ncnonb3soBaHue nHtepHet-Ppakca (I-pakc)(P. 320)

46



06 annaparte

NoBbiWweHVe 3¢ PeKTUBHOCTU onepaL i

96A2-014

JaHHble MOXHO NeYaTaTb U 4eNNTbCA UM faxe B cpene, rae HEBO3MOXXHO MCMOJSIb30OBaHME KOMMNbHOTEPaA. Kpome
TOro, MOXXHO NOJIb30BaTbCA XXypHaiaMin 38,D,aHI/II7I N HaCTpanBaTb NMaHeNb yrnpaB/eHNA C Le/ibio MOBbILWEHNA

3¢ PeKTMBHOCTM onepaunii U COKpaLLEeHWa BPeMeHW 3KCnyaTaumm annapara.

MeyaTb N 06MeH AdHHbIMW 6e3 ncnonb3oBaHuA KomMnbloTEpa

MeuyaTb AaHHbIX CO cCMapTPOoHa NAM MJIaHLIeTa

C NoMoOLLbIO CNeLranbHOro NPUIOXKeEHMs! AaHHbIE MOXHO nevyaTtaTb C
MOBUILHOMO YCTPOKCTBA, MOAK/OYEHHOrO K annapaTy. AnnapaT

nojAepXvBaeT NPsMoe MoAK/IoYeHe 6€3 1CNo/Ib30BaHMs MapLUpyT3aTopa

6ecnpoBoAHON ceTu.
(OCeA3biBaHME C MOGUNBHBIMY YcTpolicTBaMuU(P. 348)

Mcnonb3oBaHue 3anoMumHaloLiero ycrpoiicrea USB

MOXHO MOAKNHUNTL K annapaTty 3anoMuHatoLLee ycTpoincteo USB, uTobbl
0TO6pPa3nTb XpaHALLMEecs Ha HeM JaHHble Ha NaHenu ynpasneHusa n nx
neyvaTy C NOMOLLLIO annapaTa.

OTcKkaHMpPOBaHHbIE JaHHble MOXHO COXPaHATL Ha 3anoMuHatoLee
ycTporictBo USB ana nepeHoca Ha KOMMbHTEpP, KOTOPbLIA He MOAK/IIOYEH K
ceTtu.

OMoaroToBKa K NPsIMOIA NeyaTb C 3aNoMMHaloLLEero ycTpolicTea
USB(P. 220)

(OCkaHunpoBaHue (coxpaHeHMe Ha 3anoMuHaloLLee ycTpolicTBo USB)
(P. 266)

CoxpaHeHMe 6yMa>kHbIX JOKYMEHTOB B LiuppoBomMm popmaTe U 06MeH
nMu

MOXHO OTCKaHMPOBaTL AOKYMEHT, OTNPaBUTb MONYYEHHbIE JaHHble No
3N1eKTPOHHOW NoYTe 1 COXPaHUTb X B 06LLYHO Nanky. cnonb3ys Tonbko
annapat, MOXHO COXPaHATb JaHHbIe 1N MePEeHOCUTL UX Ha KOMMbIoTep.
(OCkaHunpoBaHuve (oTNpaBKa No 3/1eKTPOHHOV nouTte)(P. 268)
(OCkaHunpoBaHue (coxpaHeHMe B 06LLYyI0 NanKy Uam Ha cepsepe FTP)
(P. 271)

Onepauvm, BbiIMOJIHA€MbIE€ Ha CeHCOpHOﬁ naHennm

LIl

Il ¥

OTnpaBKa JaHHbIX U $aKCOB C MOMOLLbIO XYpHasna 3agaHuii

OTCKaHMPOBaHHbIe AaHHble UK $akcbl MOXHO OTNPAaBAATL ajpecaTam,
KOTOpbIE yXe YKa3blBasnCh paHbLLe, BbI3BAB XypHan 3agaHunii TX ans
3afjaHniA CKaHVPOBaHWS UKW OTNpaBky ¢akcoB. MoOMMMO UCMOoNb30BaHUSA

ajpecaTta TakXXe MOXHO NpUMeHATb 3ajaBaBLUnecd paHee HaCTpOI7IKI/I, UTObbI

He NPULLNOCh YKa3blBaTb MX eLLe pas.
(OYkazaHue agpecaToB ()KypHan 3agaHuii TX)(P. 187)

HaCTpOﬁKa NnaHeNnn ynpaB/ieHUA ANa NoBblILUEeHUSA y,qOGCTBa
ncnoJjib3o0BaHuUA

MO>XHO 3MeHUTb pacnonoxXxeHme KHOMOK Ha 3KpaHe [FnaBHBbIN], uTO6bI MK

6b1710 ya06Hee Nob30BaThCS.
(CHacTpoiika akpaHa [[naBHbIA](P. 129)

MOXHO 3aperncTprpoBaTh YacTo NCMOAb3yeMble HaCTPONKN B

bYHKLUMNAX CKaHUPOBaHWSA, 0TNPaBky $pakCcoB 1 KOMMPOBAHWSA, UTOBObI
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ycKopuTb paboTy 1 U3MEHUTb HaCTPOWKM MO YMOUYaHWIO, KOTOpble
CUMTAIOTCA CTaHAAPTHLIMU NPY Bbi30Be GYHKLNN.
Perncrpaums yacto ncnosibayembix Hactpoek(P. 190)
MN3meHeHMe 3afaHHbIX MO yMOYaHUIo HacTpoek(P. 194)

3anyck nonesHbiX GyHKLUUA O4HUM KacaHMEM

BubnnoTteka NpuAoXKeHN NO3BONSET BbICTPO BbIMOJHATL OnepaLmm
(Hanpumep "MevaTb 06bIYHOrO AOKyMeHTa" nnm "MpocMoTp nHbopmMaLum o
pacxoAHbIX MaTepmanax") HaxaTieM OAHOM KHOMKMW.

[na Toro 4To6bLI BOCMONB30BATLCSA 3TON PYHKLMEN, HEO6XOANMO HaxXaTb
[Application Library] Ha cTpaHuue nopTana yaaneHHoro UM n HacTpouTb
npunoxeHve. GCTpaHuua nopTana yaaneHHoro UTM(P. 462)

MoapobHble cBeAeHUS CM. B PyKOBOACTBE Mo 61ubanoTeke NpUAoXKeHni Ha
Beb-caliTe OHNaMH-PyKOBOACTB.

https://oip.manual.canon/
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96A2-015

Mocne ycTaHOBKW annapata 3ajalite HeobXoAMMble HaCTPOMKM, YUTOBbI MOXHO 6bI10 NONBL30BaTLCS ero GYHKLUUAMN,
BbIMO/IHVB OMUCaHHbIE Janee JeACTBUS.

JelictBus ¢ 1 no 3 3ak/104aloTCA B 3aZaHNIN HACcTpoeK Ha annapare.

Ha ware 4 BbINONHSAETCA HacTpolika annapaTta ¢ KoMnbtoTepa. MpomnsBecTy 3Ty HAaCTPOKY HEOBXOAMMO Ha KaXA0M
KOMMblOTEPE, KOTOPLIA 6yAeT MCNoAb30BaTk 3TOT annapar.

War 1 [Mpwv nepBoM BKIOYEHWW anmnapaTa OTKpbIBaeTCA 3kpaH (PyKoBOACTBO NO YCTaHOBKE), Ha
KOTOPOM 3a4at0TCA HacTPOViKM, HeobXoaMMble ANs SKCNyaTauum annaparta. Hactpotite
napameTpbl, cnejys oTobpaxkaemMbiM Ha 3KpPaHe NHCTPYKLMAM.

3apaHuve HacTpoeK no ymonyaHuio (Pykosoacteo no ycrtaHoBke)(P. 51)

War 2 3agaiTe HaCTPOWMKM CeT, KOTOPble OTCYTCTBYIOT B MacTepe HaCTPOMKM.
Ecnn nogkntoueHve K ceTn He 6b1/10 YCTaHOBAEHO C MOMOLLIbIO MacTepa HaCTPOWMKK, caenante
3TO Ha AlaHHOM Luare.

HacTtpoiika ceTu(P. 55)

War 3 3agaiTe HaCcTPONKKM, HeObXoAVMbIe A/1A BbINMOJIHEHWS onepaunii 06paboTkun ¢pakcos, cnesys
oTobpaxkaeMbIM Ha 3KpaHe NHCTPYKLMSAM.

3agaHue HacTpoek ¢pakca (MacTep HacTpoiiku ¢pakca)(P. 98)

Lar 4 YcTaHOBMTE Ha KOMMbIOTEP NMporpaMMHoe obecrneyeHne, HEO6XoAMMOe ANt SKCIAyaTaLun
annapaTa, a TaKxe Bce AgpaiBepbl MpuHTepa 1 dpakca.

YcTaHoBKa nporpamMmmMHoro o6ecneueHuvs n gpaiBepoB Ha KomnbloTep(P. 102)

m CM. Takke

BbinonHeHue mep npeaoTBpaLleHUss HeCAaHKLMOHUPOBAHHOIO AoCcTyna
Mpwn ncnonb3oBaHWM annapaTa B CETEBON cpefie BaXKHO peann3oBaTb Mepbl, Hanpas/ieHHble Ha 3aLMTy OT
yrpos 6esonacHoct. CM. MpuMepbl Mep, KOTopble MOXHO NpeAnpuHATL C MOMOLLbIO annapara.

Mepbl npeaoTBpaLLEHNA HECAHKLMOHMpPoBaHHoro goctyna(P. 8)

MpoBepka AOCTYNHBbIX GYHKLU
PyHKLMW, JOCTYMHbIE B annapaTe, 3aBUCAT OT ero Mogenun. NocmoTpuTe, Kakve GyHKLUM UMeLoTCA B BaLLel
MoAaenu.

Noapep>xnBaemMble ¢pyHKLMU 1 onuun(P. 3)

3aiaHue HaCcTpoeK, KOTopble HE06XO0AUMBI A1l UCNONIb30BaHMA PYHKLMIA annapaTta
Bo3moxHO, noTpebyeTcsa 3agaTh AOMNONHUTENbHbIE HACTPOIKN (3TO 3aBUCUT OT Mozenun). MogpobHble
CBeZieHNsi 0 HaCTpoliKax, TpebyeMbix AN KaXAon GYHKLMK, CM. B C1edyroLLeM pasjene:

MoprortoBka K neyaTtu(P. 205)

MoproToBKa K cKaHMpoBaHUio(P. 249)

MoaroToBuTENbHbIE AeACTBUA AN CBA3bIBAHUA C MO6UIbHBIMU YcTporicTBamu(P. 350)

MMnopT AaHHbIX HACTPOEK C ApYyroro annapara
JlaHHble HacTpoek MOXHO MMMNOPTNPOBAaTL C APYroro arnrapara, 3KOHOMS TeM caMbIM BpPeMS Ha UX 3aZlaHne
BPYUYHYH. MOXHO 3KCMOPTUPOBaTh AaHHbIe C APYroro annapaTa Takol e MOAeNn Ha KOMMbroTep, 3aTeM
VIMMOPTMPOBaThL NX B 3TOT annapar.

MMnNopT 1 3KcnopT aApecHoi KHUrM 1 HacTpoek(P. 475)
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3apaHvie HacTpoek no ymonyaHutio (PykoBoacTeo no
yCTaHOBKe)

96A2-016

Mpw NepBoOM BKIFOYEHUW annapaTta oTKpbIBaeTcs 3kpaH (PyKOBOACTBO MO YCTaHOBKE), HA KOTOPOM 3a4atoTcs
HaCTpoikn, HeO6X0AMMbIE ANS 3KCMIyaTaLmMy annapata. HacTpoiiTe mapameTpbl, ONvcaHHbIe B NPUBEAEHHOI Aanee
npoleaype, cnesys 0To6paxaeMbIM Ha 3KpaHe UHCTPYKLMSIM.

LWar 1. 3aaaHune A3bika UHTepdeiica n cTtpaHbl Unu pervoHa(P. 51)

LWar 2. YcTaHoBKa paaTtbl u BpeMmeHU(P. 52)

LWar 3. HacTpoiika yaaneHHoro UM(P. 52)

LWar 4. BbinonHeHue uBeTokoppeKkumnu(P. 53)

LWar 5. MogknioueHne K 6ecnpoBoAHOV NoKanbHoOU ceTU(P. 54)

LWar 6. MpocmoTp 06Lmx cBeaeHus o 6ubnuoteke Application Library n cnoco6e HacTpoiiku(P. 54)

NMPUMEYAHUE

e 3TV napamMeTpbl MOXHO 33a4aTb TO/bLKO C MOMOLLbK MacTepa HacCTPOMKM NPy NepBOM 3anycke annapaTa.
Jns Toro 4To6bl U3MEHUTHL NapaMeTpa, yCTaHOB/EHHbIE C MOMOLLBI0 MacTepa HacTPOWMKKY, 3aAaliTe NyHKThI,
OMnucaHHble B Warax 1-5 no otgenbHOCTW. NoApobHOe onmncaHme Kaxaon HaCTPOKM CM. B pa3genax.

YcTaHoBKa AaTbl 1 BpemMmeHU(P. 457)

3apaHue ngeHtudpunkatopa otaena n PIN-koga ana agmmHuctpatopa(P. 372)
YctaHoBka PIN-kopa ans pocryna K yaaneHHomy UIM(P. 440)

Kanu6poska rpagauuu(P. 651)

MNoakntoueHme K 6ecnpoBogHOI NnokanbHom ceTU(P. 59)

LLlar 1. 3agaHue a3blka UHTepderica U cTpaHbl AW PernoHa

3ap,a|7|Te A3bIK 4NA OTO6pa)KEHI/IF| Ha 3KpaHe naHennm ynpaBneHna Uan B ne4ataeMblX OTHETax. 3atem 3ap,a|7|Te CTpaHy
NNV pernoH, rae ncnosibsyeTcda annapart.

1 Ha sakpaHe [Language] Bbi6epuTe A3bIK.

2 Haxmure [Yes].

% YcTaHaBAMBaeTCA A3bIK MHTepdeiica, 1 OTKpbIBaeTcs 3KkpaH [Bbibop cTpaHbl/pernoHal.
B HeKoTOpbIX CTPaHax MW perrvoHax 3kpaH [BbIbop cTpaHbl/pernoHal He oTobpaxaeTcs, a OTKpbIBaeTCs
aKpaH [Hacosoli nosic]. Ecnm oTkpbiBaeTcs akpaH [HacoBoi nosc], neperignte K pasgeny «Lar 2.
YcTaHoBKa Aatbl U BpeMeHu». GLUar 2. YctaHoBKa AaTbl U BpemeHun(P. 52)

3 Ha akpaHe [Bbi6op cTpaHbl/pernoHal BbibepuTe CTpaHy UM PErNOH.

% YCTaHaBAMBAETCS CTPaHa UM PErnoH, 1 OTKpbIBaeTCs 3kpaH [HYacosoii nosc].
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LLlar 2. YcTaHOBKa AaTbl M BpeMEHMU

YcTaHOB/IEHHbIE 34eCb AaTa U Bpems UCMOb3YTcs GYHKUMSMU, KOTOPLIM TpebyeTcst MHbopmMaLms o gaTte u
BPEMEHMU, MO3TOMY 3TN 3HaYEHNS HEO6XOAUMO 334aTb TOUHO.

1 Ha akpaHe [YacoBoW nosic] Bbi6epnTe YacoBoOW nosc.

3agaiiTe yacosoii nosic (UTC*') 1 nepexos neTHee Bpems B COOTBETCTBU C PErMOHOM, B KOTOPOM

yCTaHoOBJIEH annapar.
*1 Bpems B popmaTe UTC — 3TO CTaHAApPTHOE A/19 BCeX YacTell MMpa yHMBepCcabHOe CKOOPANHMPOBaHHOE
BpeMs. [ns B3N Ha ocHOBe VIHTepHeTa TpebyeTcs, UTO6bl 6bIN10 NPaBUALHO YCTAHOBNEHO BPEMS

B dopmate UTC..

2 Ha akpaHe [HacTpoiiku TekyLwiel gaTbl/BpeMeHN] BBeaUTE AaTy U BpeMs, 3aTeM
HaXmwuTe [[pyMeHunTb].

% YCTaHaBAMBaKTCA BpeEMA N AaTa, N OTKPbIBAETCA 3KPaH 3anpocCa NoATBEPXKAEHUNA YyAaNn€HHOIo nr.

LLlar 3. HacTpowika yganeHHoro U

C nomoLLbto yaaneHHoro UM MoXHO 1crnonb3oBaTh Be6-6paysep Ha KOMMbOTEPE A5 MPOBEPKM COCTOSHUS PaboThl
annapaTta, U3MeHEHWs HAaCTPOEK Y BbIMOSHEHNS APYTrX onepaumii.

3agaiiTe naeHTUOMKATOP aAMUHKCTPaTOpPa cucTeMbl 1 MAH-KOA ANst AocTyna K yaaneHHoMy UM, uTo6sbl
NpeAoTBPALLATb HECAHKLIMOHMPOBAHHBIW JOCTYN K annapary.

1 Ha s3kpaHe noaTBepXXAaeHus yaaneHHoro UM HaxxmuTe [Aal.

UTobbl NCMO/B30BaTb PEXUM aAMUHNCTPATOPA CUCTEMbI A1 MPOCMOTPA U M3MEHEH S BaXKHbIX HAaCTPOeK,
3ajavite nageHTUPUKaToOp agMmHMUcTpaTopa cnuctembl: OUaeHTNMKaTOp N PIN-KoA MeHemKepa

cuctembli(P. 7)
UTobbl 3a4aTb NAEHTMOMKATOP aAMUHNCTPATOPA CUCTEMBI MO34Hee, HaxMuTe [HeT] n nepexoanTe K wwary 2.

mlpn 3agaHun nageHTudmkKaTopa afMMHNCTPaATOPA CNCTEMBI
Ha akpaHe [HacTpoiika pexvma agMUHuUCTpaTopa cnctemsl] HaxxmuTe [[la] v 3agarite ngeHtndukatop n PIN-
KOZ aZMNHNCTPATOPa CUCTEMBI, CNefys UHCTPYKLMAM Ha SKpaHe.

Ana 3agaHua nageHtndumkatopa n PIN-koga agMuHMCTpaTopa CUCTEMbl YKaxmte ntoboe ymcno. Henbss
3a4aTtb ngeHTndumkatTop nam PIN-koa, cocToaLwmin n3 ogHnx Hynewm, Takon kak «00» nam «0000000».

[na PIN-koga agMUHUCTpaTOpa CUCTEMBI YKaxmnTe ntoboe uncio, kKpome «7654321». Henb3s 3agatb PIN-
KOZ, COCTOALLMIA TONbKO U3 Hynel, Hanpumep «00» 1 «0000000».

2 Ha akpaHe [HacTpoiika pe>xmma 06bI4HOro nosib3oBartess] HaxkmuTe [Aal.
OrpaHunybTe UCnonb3oBaHue yaaneHHoro VM Tonbko TeMn Nonb3oBaTensmu, Kotopble 3HatoT PIN-kog
JocTtyna K yaaneHHomy Url.

3 BeeauTte PIN-Kkoa agocTtyna K yaasneHHomy UM n HaxxmuTe [[IpuMeHnTb].

YkaxuTe ntoboe yncno. Henb3s 3agate PIN-Kog, COCTOALMIA TONBKO U3 Hyner, HanpumMep «00» nau

«0000000».

4 BeeaunTte PIN-kopg ewwe pa3s n HaxxmuTe [[IpymeHnTb].
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% Mocne nosBneHns coobLleHns [MapameTpbl HACTPOEeHbI.] OTKPbIBAETCA 3KPaH NOATBEPXAEHWNSA
LiBETOKOPPEKLMN.

LLIar 4. BbinosiHeHMe LBeTOKOPpeKLnU

KOppeKTI/IpOBKa LBeTa No3BONAET NOBbICUTbL KayeCTBO BOCNpoun3BegeHUA LLBETOB NPy KONUPOBaHUN.
PeKOMeHAyETCﬂ OTKOppeKTnpoBaThb LBeTa, UTObbI 0becneUnTb yny4yuleHne pesysbTaTtoB KONMMPOBaHWA.

Heo6xoanmas noaroToeka

e 3arpy3uTe bymary cneaytoliero ¢popmara B IOTOK Anst bymaru: ©3arpyska 6ymaru B I0TOK Afist
6ymaru(P. 140)

- ®opmat bymaru: A4 unu Letter

- Twun 6ymaru: obbivHas 1-3, nepepaboTaHHast 1-2 nam ToHkas 1

1 Ha s3kpaHe noaTBep>XAeHUs LBeToKoppeKuum HaxxmuTe [[a].

Ecnn HaxaTb [HeT], Hy)XHO byaeT nepeiiTtn K wary 5 «MoakatoueHme K 6ecnpoBOAHON IOKaNbLHOW CeTU».
War 5. MNogknioveHme K 6ecnpoBogHoOA nokanbHou ceTu(P. 54)

2 YpocToBepbTechb, UTO 6ymara 3arpy><eHa B JI0TOK, 1 HaxmuTe [OK].

3 NpoBepbTe onepaLnoHHYO Npoueaypy y Haxxmute [Hauano].

% ByAeT HaneyaTaHo n3o6paxkeHve Ans Kaan6poBKu.

4 MonoXxnrte nucTt 6ymarv| C HaneyaTaHHbIM I/I306pa)KEHVIEM ansd KanM6POBKI/I Ha
CTeKJ/10 3KCMOHNpoOBaHWMA.
OTKpOWTE YCTPONCTBO Nogauun.

2 [MomectnTe nucr 6yMar|/| Ha CTeKN0 3KCNOHMPOBaHNA B anb60oMHoO opueHTaunm, coBMeCcTnB yroa 1ncta
C 1eBbIM BEPXHMM YINIOM CTEK/1a 3KCMNOHMPOBaHNA.

MonoxmTe NNCT CTOPOHOM, Ha KOTOPOIA Hame4aTaHo N306paxeHue, BHU3, Tak, YTObbI YepHas nosoca
6bl1a obpallieHa K 3agHein YacTty annapara.

3 AKKypaTHO 3aKpoiiTe yCTPONCTBO NOZAUM.

5 Ha>xmuTe [HauaTb ckaHup.].

% L|BeT 6yAeT OTKOPPEKTUPOBaH.
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MO 3aBepLUEHU LBETOKOPPEKLMNN MOSBUTCSA COObLLEHME [3aBepLUEHO.], MOC/e Yero OTKPOEeTCs 3KpaH
NOATBEPXKAEHWS MOAK/OUEHUS K 6eCrpOBOAHOM 0KanbHO ceTu.

6 Y6epuTe NINCT C HaneyaTaHHbIM N306paXkeHUeM ANsi KaIM6POBKM €O CTEK/A

3KCnoHMnpoBaHus.

LLlar 5. MogkntoueHve K 6ecnpoBOgHON NOKaNAbHON ceTu

YcTaHoBUTe NoAK/IHOYEeHMe K 6eCI'IpOBO,Cl,HOIZ JNIOKaNbHOW ceTun.

1 Ha skpaHe nogTBep>XAaeHUs NoaK/IlUYeHUs K 6ecnpoBogHOIA /IoKaibHO ceTr

HaxxmuTe [da].

Ecnu annapat He nogk/to4eH K 6ecnpoBOAHONM IOKaNbHOM ceTun, HaxxmuTe [HeT] n nepengute K wary 6
«[MpocMOTp 06LLMX CBeAeHMA 0 bLUbAnoTeKe NPUNOXEHWI 1 MeToge HacTpolikn». OLUar 6. MpocmoTp
o6wmx cBegeHus o 6ubnmoteke Application Library n cnoco6e HacTpoiikun(P. 54)

Mpwv NOAKNHOYEHNN K NMPOBOAHOL IOKaNIbHOW CeTW COOTBETCTBYHOLLME NapaMeTpbl 3a4at0Tcs Noc/ie BbIXoAa

13 Mactepa HacTpolikn. ©Bbl6op NpoBoAHOV UM 6ecnpoBOAHON NoKanbHoi ceTuU(P. 57)

2 BbiGepuTe TN NoAK/IIOUYEHUS Mo 6eCrNpoBOAHON CETU U NOAK/IIUYUTECH K
6ecnpoBOAHOM JIOKA/IbHOW CETMW.
% Mo 3aBepLUeHNN NOAKIHOUYEHNS K 6eCrnpoBOAHON N0KabHOM CeTU OTKpbIBaeTcs akpaH [Application
Library].

B 3aBMCUMOCTI OT NCMO/Ib3YEMOro MapLUpyTU3aTopa 6ecnpoBOAHO I0KAIbHOWN CETY TUM NOAKIOYEH S 1
CTaHAAPThLl 6€30MacHOCTM MOTYT pas3nyaThcs. NpoBepbTe Kakoi TUM NOAKIOYEHUA 1 KaKol cTaHAapT
6e30MacHOCTU NOAAEPXKMBAOTCS KakK MapLUPYTU3aTOPOM 6eCrpOBOAHOI IOKASIbHOW CeTH, Tak 1 annapaToMm,
3aTeM yCTaHOBUWTE MOAKAHOUEHME B COOTBETCTBMM C TUMOM NoAKIoUeHns. CBeAeHUs 0 CTaHAapTax 1

npouegype CM. B cnegytoLlem pasgene:
MNoakntoueHme K 6ecnpoBogHO NokanbHoi ceTU(P. 59)
LLar 6. NMpocmoTp obLumx cBegeHUss 0 bubnmnoteke Application Library n

cnocobe HaCcTpoMKMN

1 Ha skpaHe [Application Library] oTto6pa>kaeTcs onucaHme Kaxgo GyHKLNN.

Haxmute [MogpobHee], UTO6bI 03HAKOMUTLCA C ONMcaHeM Kaxaon dyHkumm ubanotekn Application
Library. HaxxmuTe [CBeg. 06 ya. UMM], 4TO6bI 03HAKOMUTLCA CO CNOCOH6OM HacTpokn brubnanoTtekn Application

Library.
JononHnTenbHble CBeJeHNs CM. B pyKOBOACTBe Mo bubnnoteke Application Library. OTKpbITb €ro MOXHO,
HaaB [PykoB. N0/1b30B.] 1 OTCKaHMPOBaB oTobpaxkaeMbli QR-KOA € MOMOLLIbIO MOBUABLHOMO YCTPOMCTBA.

7 Haxmwure [KoHeu].

i MapameTpbl, 3aZlaHHble B MacTepe HacTporiku, 6yayT MPYMEHEeHBI.

Mocne BbIXxoAa U3 MacTepa HaCTPOMKM OTKPbIBaeTcs 3kpaH [[naBHbii]. © dkpaH [FnaBHbIA](P. 119)
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HacTtpovika cetn

96A2-017

Ansa Toro UTO6bI annapaTtom MOXHO 6bls10 ynpaBaAaATb C KOMMNbOTEPA UTN UTO6bI NOAKNHOYNTL ero K cepeepy, oH

AOJIKEH 6bITb nogKnr4eH K CceTu.
BbinonHute npmeegeHHYH Janee npoueaypy, UTObbI NOAKNMKOYNTbL annapart K CeT N 3a4aTb ero HaCTpOI‘/'IKVI B

COOTBETCTBMW C CeTeBOW Cpesol.

Jns HacTpolKkK NapaMeTpoB CeTu TPebyrTCs NpUBMUAETUN agMUHUCTPATOpPA.
Mo yMONYaHWIO MOXET 6bITb YCTaHOBNEH UAEHTUGUKATOP MeHeakepa cnctembl unu PIN-koa MeHeaxxepa CUCTeMbI
(310 3aBUCUT OT mogenn). O peHTNPMKaTOop N PIN-Kog meHemKkepa cuctembli(P. 7)

@ BAXHO

Ecnv nogknounTe annapart K CeTn 1 He NPeAnpUHATE AOMKHBIX Mep No obecneyeHnto 6e3onacHocTy,
nHdopmMaLmn ¢ annapaTta MOXeT NonacTb K NOCTOPOHHUM Anuam. ©@3awmTta ceTur(P. 388)

m[loAroToBKa K HacTpomke ceTu
MoTpebyeTcs kabenb Ethernet n mapLupyTn3aTop (B 3aBUCMMOCTL OT Cpe/bl aKCrlyaTaLmm annapara).
MpoBepbTe MHPOPMALMIO O CETEBOWN cpeje, K KOTOPOM byAeT MOAKAOYEH annapat, U TpebyemMbiX HacTpoikax.
Y3HaTb BCe 3TO MOXHO Y aAMUHUCTPaTOPa CeTH.

YpaocTtoBepbTeCh B TOM, UTO KOMMbIOTEP U MapLUPYTLN3aTOp, KOTOpble 6yAyT NCMO/b30BaTLCS B CETU, MOAKIOUEHbI K
Heli, 1 3ajaiiTe HacTpolikn ceTun. MoApobHbIe CBeAeHMs1 O Crocobe MOAK/IYEHMS MpUBeAEHbI B PYKOBOACTBAX K

ycTpoiicTBaM. MIX Tak>ke MOXHO NOAYYNTL Y MPON3BOAUTENEN YCTPOCTB.

m [poueaypa 3aaHNsi CeTEBbIX HAaCTPOEeK

War 1 BbibepuTe, cnesyeT 1 MCNOJIb30BaTh NMPOBOAHYIO UM 6eCNPOBOAHYIO 10KaNbHYH CeTb U
MOAKAHUNTECH K CETU.
Ana noaknoueHUs K NPOBOAHON JIOKaJ/IbHOW ceTun
Bbi60p npoBoAHOV nnm 6ecnpoBoaHoiA nokanbHow ceTU(P. 57)
MopknoueHme K NpoBoAHOV NIoKanbHoi ceTu(P. 58)

Ansa noakntoueHUs K 6ecrnpoBoHO JIOKa/IbHOW ceTun
Bbi60p npoBoAHOV nnm 6ecnpoBoaHoi nokanbHow ceTU(P. 57)
MNopknioueHme K 6ecnpoBogHoiA nokanbHow ceTU(P. 59)

Wwar 2 3apanite IP-agpec.
Mo ymon4aHuto, Korga annapaT NoAKNHYAETCs K MPOBOAHOM UAn 6ecnpoBOAHOIA
nokanbHol ceTu, IP-agpec nony4vaeTcs aBToMaTM4eckn 1 3aaeTcs B annaparTe.

[Jns Toro 4uTo6bI MCNONBL30BaTh OMNpeAeneHHbIN IP-agpec, 3aAaliTe ero BPy4YHyto.
HacTtpoiika apgpecos IPv4(P. 71)
Hactpoiika agpecos IPv6(P. 73)

* Mpwn 3agaHumn IP-agpeca Bpy4YHyo He BCce NapamMeTpbl agpeca IPv6 MOXHO HacTpouTb
C naHenu ynpasneHus. PekomeHayetcs 3a4aTb agpec IPv4 ¢ NoOMOLLLI0 NaHenu yrnpaBneHus,
a 3aTeM HacTpouTb agpec IPv6 uepes yganeHHbin UI.
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Lar 3 Mpy HEOBXOAMMOCTIM HAcTPOliTe MapaMeTpbl anmnapaTa B COOTBETCTBUN C CETEBbIM
OKPY>XEHWEeM.

HacTtpoiika annapaTa gns ceteBov cpeabi(P. 75)

* He BCce NapameTpbl MOXHO HaCTPOUTL C MaHenn yrnpasneHus. NapameTpsl,
npeAycMoTpeHHble B Lare 3, peKoMeH/yeTcs HacTpavBaTth C MOMOLLbIO yaasneHHoro UI.

m [IpoBepKM Nocsie HAaCTPOMKN NapaMeTpoB CeTn

MpoBepbTe NpaBUIbLHOCTL MNOAKIOYEHNS annapara K ceTu.
MposepbTe IP-agpec n MAC-agpec annapart 1 Apyryto Heobxoanmyto MHbopMaLmio.
MpoBepKka cocToAHMA N HacTpoeK ceTu(P. 94)
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Bbi60op npoBOoAHOU v 6ecnpoBOAHOMN JIOKA/IbHOW
cetTun

96A2-018

BbibepuTe, K Kakol ceTn ByaeT NoAka4aTbCA annapat: MPOBOAHOM U 6ecrpoBOAHO.
Ecnn TpebyeTca nepeinTin ¢ NPOBOAHOM I0KaNbHOW ceTu K 6eCnpoBOAHON, MOXHO 3a4aTb COOTBETCTBYIOLLME
HacTpOWikK B XoZ4e MpoLieAypbl MOAKIOUEHNS K MPOBOAHON flokanbHoi ceTn. OMoakntoueHne K 6ecnpoBogHoi

NoKanbHo ceTu(P. 59)
* He/lb3s1 04HOBPEMEHHO YCTaHOBUTE MOAKNHOYEHME U K MPOBOAHON, 1 K 6€CNPOBOAHON I0KaNIbHON CeTu.

[na HacTpoliky NapameTpoB MCMNO/b3yiTe NaHenb yrnpaBaeHus. Ha naHenn ynpaeaeHns napaMeTpbl MOXHO
HacTpamBaTb TakXe, HaxaB knaBuLwy [MeHo] Ha akpaHe [[naBHbIn] = [HacTpoikn]. Tn napaMeTpbl Heb3A
HacTpavBaTb C MOMOLLbIO yaaneHHoro I Ha KoMmnbroTepe.

TpebytoTcss NOAHOMOUMSA agMUHMCTPaTOpPaA.

1 Ha naHenu ynpaBnenus Haxxvute [[El] (npoBogHas nokaneHas cetb) unu [[{1

(6ecnpoBopgHas nokasibHasi ceTb) Ha 3KpaHe [FnaBHbIU]. © SKkpaH [FnaBHbIA](P. 119)
i OTo6paxkaeTcs akpaH [CeTb].

Ecnn oTkpbliBaeTca 3kpaH BXoAa, BBeanTe naeHTndukatTop v PIN-kog agMMHUCTpaATOpa CUCTeMbI, 3aTeM
HaxxmuTe [Bxoal. O pgeHTPMKaTOop 1 PIN-KOoa MeHepdkepa cuctemMbl(P. 7)

7 Haxmure [Bei6op npoBoaHoii/6ecnp. ceTu].

3 Bbi6epuTe [[IpoBOAHaR ceTb] Unun [becnpoBoaHas ceTb].

% MosiBnsieTcs coobLueHe [[apameTpbl HaCTPOEHbL.].
[Janee, nogknroumTeCh K MPOBOAHON MK 6eCnpoBOAHON NOKaNbHOW CeTu.
NoaknoueHUe K NPOBOAHONM NoKanbHO ceTn(P. 58)
MNopknioueHme K 6ecnpoBogHoOA nokanbHow ceTU(P. 59)

@ sAXHO

Bce ycTaHOBNEHHbIe ApaiiBepbl JOMKHbI 6bITb YAaneHbl 1 yCTaHOB/IEHbI MOBTOPHO.

OnwucaHwne npoueayp yaaneHus n yCTaHOBKM ApaliBepoB NpuBeeHO B pyKOBOACTBE Mo ApaiiBepam,
KOTOpOe pasMeLLeHO Ha caliTe 3/IeKTPOHHbIX PYKOBOACTB.

https://oip.manual.canon/

57



MoaroToBKa k paboTte

Moaxknw4yeHue K npOBOAHOﬁ JIOKaNIbHOW CeTun

96A2-019

MoakntounTe KOMMbLIOTEP K annapaTy NocpeACcTBOM MapLUpyTM3aTopa. MogkaoumTe annapaT K MapLupyTm3aTopy ¢
MOMOLLbIO CeTeBOro kabens.

1 NopcoeauHuTe Kabenb Ethernet K annapaTy n mapLipyTmnsaTtopa.

m» Korga annapat 6yAeT NoAKIOYEH K MPOBOAHOM NOKaNbHOM ceTu, [E] NosIBAAETCA Ha 3KpaHe [[NaBHbIN]

N 3KpaHe Kaxzaom pyHKLMN.
BcTaBbTe pasbeM B MOPT A0 Lenyka.
2 NopoXXAanTe HECKO/IbKO MUHYT.
% 1o ymonuaHuto IP-agpec 3agaeTcqa aBToMaTnyecku.
[nsa Toro uto6bLI NCNONB30BaTL ONpeaeneHHbIV IP-agpec, 3ajaiiTe ero BpyyHyto.

HacTpoiika agpecos IPv4(P. 71)
HacTpoiika agpecos IPv6(P. 73)
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MoaknoueHne K 6ecnpoBOAHON NOKa/IbHOW CeTun

96A2-01A

MoakntounTe KOMMbLIOTEP K annapaTy Yepes MapLUpyTM3aTop 6eCnpoBOAHON IOKasIbHOW CeTH (TOYKY 40CTyna).
TN NOAKYEHNS U CTaHAAPTbl 6€30MacHOCTM 3aBUCAT OT MCMO/Ib3YeMOro MapLLpyTM3aTopa 6ecnpoBoAHON
NokanbHoW ceTn. MocMOTpUTe, Kakoi TUM NOAK/YEHUst U CTaHAAPT 6€30MacHOCTY NOAAEPXKNBAKOTCS Kak
MapLLpyTM3aTOPOM 6ecrnpoBOAHOI NOKaNbHON ceTy, Tak 1 anmnapaToMm, Noc/ie Yero yCTaHOBUTE MNOAK/IOYUEH e

COOTBETCTBYIOLLIEro T!Na.
Bo3mMoxHO, HeobxoaVMO byaeT BBeCTU MHPOpMaLmto, Tpebyemyto Ans obecrneyeHnst 6e3onacHOCTX 6ecnpoBOAHOM

NIOKaJIbHOW CeTu (3TO 3aBUCUT TUNA MoAKAOYEeHNS).

MpoBepKa TUNOB NOAK/IIOYEHUSA N CTaHAAPTOB 6e30MacHOCTU, Noaaep)KMBaemMbix annapatom(P. 59)
NHopmauums o mapLupyTrusaTope 6ecnpoBOfHOM TOKaNbHOW ceTU, Heobxoamnmas ans
nogxkntouyeHuns(P. 60)

@ BAXHO

MopknoueHme K 6e30NacHOMY CeTEBOMY OKPY>KEHUIO

B onpeaeneHHOM AmanasoHe pajvoBOJIHbI, NCMO/b3yeMmble A5 6eCrpOBOAHON CBA3W, MOTYT NMPOXOANTb
CKBO3b CTEHbI 1 Apyrue NpensTcTBMs. B cBs3U € 3TMM NOAKNOUEHMe annapaTa K ceTn 6e3 NpUHATKSA
JOJIXHBIX Mep 6€30MacHOCTU MOXET MPUBECTU K YTEUKE INYHbIX AaHHbIX 1 Apyroii nHGopmaLmm.
MogkntoyeHne annapaTa K 6eCnpoBOAHOI CeTM BbIMOMHAETCA MOA Bally OTBeTCTBeHHOCTb. ©3awmTa

cetun(P. 388)

NMPUMEYAHUE

CHWKeHue 3HepronoTpe6neHns

e Koraa BKIHOUYEH pexnM 3KOHOMUM 3/1eKTPO3IHEPrnK, annapaT perynspHo nepexoanT B COOTBETCTBYHOLLee
COCTOsIHME MO CUrHaaM, NepejaBaeMbiM MapLUPYTU3aTOPOM 6ecnpoBOAHOM noKanbHoM ceTn. G[Pexxum
3KOHOMUU 3Hepruun](P. 503)

MpoBepka TMNOB NOAKAOYEHUS U CTAHAAPTOB 6€30MacHOCTY,
NnoAAep>X1BaeMblix annapaTom

m TN coeanHeHns

MoakntoueHe ciesyeT YyCTaHABAMBATL C UCMO/Ib30BaHMEM TUMA, KOTOPLI/A NOAAEPXMBAETCS MapPLLPYTU3aTOPOM
6eCcnpoBOAHO I0KaNbHOW ceTu. 415 TOro UTO6bI HACTPOUTL ayTeHTUGUKALMIO, LN POBAHME UK APYrOA METOA
obecrneyeHns 6€30NacHOCTY, YCTaHaBNMBalTe NOAK/IHOYEHVE BPYUHYHO.

AnnapaT NoAJepXUBAET C/iefyroLmne TUMbl COeAUHEHNS:

Pe>xum Ha)kaTtus KHonku (WPS)

o

Ecnun Ha ynakoBke MapLupyT3aTopa 6ecnpoBOAHOM N0OKaNbHOM CeTU eCTb NPUBEAEHHbIN Bbille CUMBOJ U
KHOMKa Ha CaMOM YCTPOWCTBE, MOXHO Nerko yCTaHOBUTb MOAKIOHEHME, HAXaB ee.

MNoakntoueHme K 6eCcnpoBOAHOIA NOKa/IbHOM CETU C NOMOLLLbIO KHOMKM Ha MapLUpyTU3aTope (peXxxum
Ha)kaTtumsa KHonKu)(P. 62)
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Pe>kum PIN-kopga WPS

Ecnn ncnonbsyetca mapupyTtusatop WPS, KOTOpbI He MoAAepXMBaET PeXMM HaxaTus KHonku, Beeante PIN-
KOJA, UTO6bI YCTaHOBUTb NOAK/IOYEHNE.

MNopkntoueHme K 6ecnpoBogHOA NokanbHoW ceTu nytem BBoga PIN-koga (pe>xkum PIN-koga WPS)
(P. 64)

* Eciv B MapLupyTr3aTope 6ecnpoBOAHO IoKanbHOM ceTn HacTpoeHa ayTeHTudMKaLms WEP, ycTaHOBUTb
noAKNtoYeHe ¢ nomoLLbio WPS, BO3MOXHO, He yAacTcs. B 3TOM c/lydae NoaxN0yaThcs K CeTh NpuAaeTcs
BPYUHY!O.

Cnoco6 HaACTPOMKM TOUKM AocTyna

C annaparta BbINO/HUTE MOMCK MapLLIpyTM3aTopa 6ecnpoBOAHO IOKANIbHOWN CeTU 1 BPYUHYIO BBEAMTE KIHOY
CeTu, YTOO6bI NOAKAUNTECA K HEMY.

MNopknoueHme K 6ecnpoBoHOI JIOKaNIbHOV CETU NYTEM BbINOJIHEHUSA NOMCKa MapLupyTmusaTopa
(MeToA HacTpoiiku Touku pgoctyna)(P. 66)

Mpy NOAKNOYEHNN MyTEM HAaCTPOMKM TOUKU JOCTYNa, 3a4at0TCA CiefytoLe MeToAbl ayTeHTUdUKaLMn 1
wndpoBaHus:

MeTog nposepku noganHHoctn WEP: oTkpbITas cnctema

WneposaHne ana WPA/WPA2: AES-CCMP wunu TKIP ycTtaHaBAnBaeTcs aBTOMAaTM4Yeckn B COOTBETCTBUMU C
Bbl6pPaHHbLIM MapLUpyT13aTOpOM 6ecnpoBOAHOM IOKaNbLHOM ceTu.

Ansa Toro UTO6HI yKasaTh APYro MeTo nNpoBepka NoAIMHHOCTY UAN LUINGPOBaHWS, YCTaHOBUTE NOAK/IOYeHNe
B PYYHOM pexume.

YcTaHoBNIeHUE NOAK/TIOUYEHUSA BPYUHYHO

Momumo naeHtTudukaTopa SSID 1 ktoYa ceTV BPY4HYIO BBeAUTE BCe MapaMeTpbl 6eCnpoBOAHO I0KabHOW
CeTHn, Takme Kak MeTobl MPOBEPKU NOA/IMHHOCTA N LIJI/I(I)pOBaHI/IFl.
MNoakntoueHme K 6eCcnpoBOAHOIA NOKaNIbHOM CEeTU NyTEM 3aaHUs HaCTpoeK BPYyUHYO(P. 68)

m CTaHAapThl 6e30MacHoOCTU

Eecnposop,Haﬂ NIoKanbHaga CeTb annapaTta nogaepXmnBaeT npBejeHHble HXKe CTaHAapThbl 6e30MnacHoOCTu.
CBejeHuns 0 ToM, noaaep>XmBaetT /i Balll MapLipyTun3aTop 6€CI'IDOBO,CI,HOI7I NIOKaNbHOW CeTN 3TN CTaHA[apThI,
npuBejeHbl B pyKOBOACTBE K yCTpOVICTBy. X TakxKe MOXHO noNny4YnTb y N3rotoBUTENA.

WEP
WPA-PSK
WPA2-PSK
WPA-EAP
WPA2-EAP

NHbopmMaumsa o mapLupyTmsaTope 6ecrnpoBOAHON 0KA/IbHOW CeTu,
HeobxoAnMas ANna NOAKAYEHNS

Mpw NOAKIOYEHNN METOAOM HaCTPOWKM TOYKM AOCTYMa WK NyTeM 3ajaHns NapamMeTpoB BPYUHYHO HEOBX0ANMO
yKasaTb NpuBeAeHHYI0 HXe NHbopMaLmIo.

3Ta nHPopMaLMsa yKaszaHa Ha Kopryce MapLUpyTu3aTopa 6ecnpoBogHON 0KabHOM ceTu. [oAPO6HbIe CBeAeHNS CM.
B PYKOBO/CTBE MapLUpyTn3aTopa 6ecnpoBOAHON 10KaNIbHOM CeTV Uan ob6paTnTecs 3@ HUMU K U3roTOBUTENHO
yCTpOMCTBa.

SSID
3TO 1MS$, KOTOPbIM 0603HaYaeTCs MapLUpyTU3aTop 6ecnpoBOAHON IoKanbHOW ceTh. OH MOXeT yKa3biBaTbCs
B KayecTBe MIMEHW TOUKN A0CTYMNa AN NMEHN CETU.

Kniou ceTtn
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370 K/ItoYeBOE C/I0BO, KOTOPOE MCMO/b3YeTcs A1 LWMGPOBaHUA AaHHBIX, UV Napo/b, KOTOPbIA CIYXNT ANS
NPOBepPKN NOAINHHOCTN B ceTU. OH MOXeT Ha3bIBaTbCs KA4YoM wndposaHus, WEP-knoHoM, NaponsHoO
¢dpazoint WPA/WPA2 nnu obimm knrodom (PSK).

CtaHpapTbl 6e30nacHOCTU
ITW CTaHAAPTLI HEOBXOAVIMO YKa3biBaTb NPU YCTAHOBEH WM NOAKIHOUEHMS] BPY4HYto. [poBepbTe
cnepyoLLyo MHbopMauumio:

CtaHaapTbl 6e30nacHOCTU
WEP
WPA-PSK
WPA2-PSK
WPA-EAP
WPA2-EAP

MeTop npoBepkun nognmHHoctu WEP
OTkpbITasa cmcrtema

O6Lwnii KNy

WwndpoBaHue ana WPA/WPA2
TKIP
AES-CCMP
AyTteHTndurkaums IEEE 802.1X
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MoaksitoueHne K 6ecnpoBOAHON NOKa/IbHOW CeTU C
NOMOLLLbIO KHOMKW Ha MapLupyTusaTope (peXxxum
Ha)>XaTuUA KHOMKW)

96A2-01C

Ecnun ncnonb3yemblii MapLUpyTM3aTop 6eCnpoBOAHON IOKaSIbHOW CeTW NOAAEPXKMBAET PEXMM HaxaTus KHomnku WPS,
MOXHO N1erko yCTaHOBUTb MOAK/IFOUYEHME, MPOCTO BOCMNO/b30BaBLUMCH NMaHe b0 YrpaBAeHus annapaTa 1 KHOMKOWN Ha
MapLLpyTM3aTope 6eCnpoBOAHON I0KANbHO CeTN.

Ansa noaxntoueHns K 6ecnpoBOAHO IOKANbHOW ceTW TPeBYTCS NOJIHOMOYNS aAMUHNCTPATOpPA.

1 Ha naHenu ynpasneHus HaxxmuTe [[lapameTpbl 6ecnp. JIBC] Ha akpaHe [FnaBHbINA].
3KpaH [FnaBHbIA](P. 119)

i OTObpakaeTcs akpaH [Bbibop ceTu].

Ecnn oTkpbiBaeTcsa 3kpaH Bxoga, BBeguTte ngeHtnourkatop n PIN-kog agMUHUCTpaTopa CUCTeMbI, 3aTeM
HaxxmuTe [Bxoal. OUpaeHTnMKaTOop N PIN-Kop MeHepdkepa cuctemMbl(P. 7)

Mpwn nosiBReHnn coobLLeHns [BkntoumTb 6ecnpoBOAHYH IOKaNbHY ceTb?] HaxxmMuTe [al.

Mpw nosiBneHUn coobLeHns [He yaanoce 06HapYXnTb TOUKY AOCTyNa.] HaxmuTe [3aKpbITh].

2 HaxxmuTe [[pyrue nogknioyeHus].

3 HaxmuTe [Pe>kmm Ha)kaTms KHonku WPS].

s AnnapaT BbIMOJIHNT MONCK TOYKWN A0CTyNa.

4 Mocne Toro Kak HA4YHETCA NOUCK TOUKN AocTtyna, He no3gHee ABYX MUHYT Ha)KMuTe

KHOMKY Ha MapLupyTusaTope 6ecnpoBogHOIA NoKanbHO ceTu.
HaxaTb KHOMKy ciesyeT B Te4eHMe ABYX MUHYT (B HEKOTOPbIX MOAENSX MapLUPYTU3aTOPOB KHOMKY
HeobX0AMMO HaxaTb U yAepXunBaThb).

* M PUHLMNbI NCNOJIb30BaHMWA 3TOM KHOMKMK OMNKMCaHbl B PYKOBOACTBE K MapLUpyTM3aTopy 6ecnpoBogHON
JIOKanbHOWM ceTun.

5 Koraa Ha naHenu ynpasneHua noasuTcs [[ogkntoyeHo.], HaxkmuTe [3aKkpbITb].

s Korga annapat 6ygeT nogkntoueH K 6ecrpoBOAHO N0KaNbHOW ceTw, [] MOSIBUTCS Ha 3KpaHe

[FnaBHbIN] 1 Ha aKpaHe Kaxaor GyHKLMN.

6 MopoXkaNTEe HECKO/IbKO MUHYT.

% 1o ymonuaHuto IP-agpec 3agaeTcqa aBToMaTUYecku.
Ans Toro uTo6bI MCNONBL30BaTh OMNpeAeneHHbIN IP-agpec, 3agaliTe ero Bpy4HYyto.
HacTtpoiika apgpecoB IPv4(P. 71)
HacTpoiika agpecos IPv6(P. 73)
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NMPUMEYAHUE

Ecnun Bo BpeMs BbiMOJIHEHUSA onepauunn 0T06pa)|<aeTc;| COOGI.IJ,EHI/Ie 06 ownbkKe, n
YCTaHOBUTb coegnHeHne HeBO3MOXKHO

e HaxmuTe [3aKpbITb] 1 MOBTOPUTE NpoLeaypy, HaunHas C Lwara 2.
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MoAaksiloueHne K 6ecnpoBOAHON NNOKAJIbLHOW CeTU
nytem BBoga PIN-koga (pe>xvum PIN-koga WPS)

96A2-01E

Ecnn mapipyTnsaTop 6ecnpoBoAHON IoKanbHOM ceTu noagepxmaaeT pexxum PIN-koga WPS, nogkntoueHmne MOXHO
YCTaHOBUTb, 3aperncTpmpoBas chopMmnpoBaHHbI annapatom PIN-Kog B MapLupyTu3aTope 6eCnpoBOAHON JI0KaNbHOM
cetn. Pernctpauua PIN-koAa BbIMOMHAETCA C MOMOLLbIO KOMMbIOTEpa.

Ana noaknoveHUs K GECI'IpOBO,D,HOVI NoKanbLHOW ceTn Tpe6y+0Tc94 NOoIHOMO4YNA aAMUHNCTPAaTOpPa.

Heo6xoanmas noaroToeka

e BoiianTe B MapLUpyTn3aTop 6ecnpoBOAHOI 10KaNbHOV CETU C KOMMblOTepa 1 BKIUMTe pernctpaumto PIN-

koga WPS.

* CBefleHVs 0 TOM, Kak 3apeructpupoBaTb PIN-kog WPS, nprBeseHbl B pyKOBOACTBE K MapLUpyTM3aTopy
6ecnpoBOAHOI NOKaNbHOM CeTu.

1 Ha naHenu ynpasneHus HaxxmuTe [[lapameTpsbl 6ecnp. JIBC] Ha akpaHe [FnaBHbIN].
3KpaH [FnaBHbIA](P. 119)

i OTOobpakaeTcs akpaH [Bbibop ceTu].

Ecnn oTkpbiBaeTcs akpaH Bxoaa, BBegmTe ngeHtnoukatop n PIN-kog agMUHUCTpaTopa CUCTEMbI, 3aTeM
HaxxmuTe [Bxoal. OUpaeHTMKaTOop N PIN-Kop MeHepykepa cuctemMbl(P. 7)

Mpwn nosiBReHUn coobLLeHMsA [BknoumTb 6eCcnpoBOAHYH IOKaNbHY ceTb?] HaxmMuTe [Jal.

Mpw nosiBneHUn coobLeHns [He yaanoce 06HapYXnTb TOUKY AOCTyNa.] HaxXmuTe [3aKpbITh].

2 HaxxmuTe [pyrue nogkntoyeHus].

3 Haxmure [Pexkum PIN-kopa WPS].

% ByaeT cpopmmpoBaH PIN-koga,.

Nauce...

Beagure FIN-£0n Tosem gocrena.

Cirwena

Mocne TOoro Kak OTKPOETCH 3TOT 3KpaH, B TedeHne 10 MUHYT HYXXHO 3aperncTpmpoBaTth B MapLUpyTmM3aTope
6ecnpoBoAHoO nokansHol cetn PIN-koa WPS,

4 BoviguTte B MapLupyTU3aTop 6ecrnpoBoAHOM JIOKaJIbHOW CETU C KOMMNbIOTEpPa U
3apeructpupyiite B Hem PIN-kop WPS.
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5 Korpa Ha naHenu ynpasneHus noasuTtcs [logknioyeHo.], HaxkmuTe [3akpbITb].

mp Korga annapat 6yaeT noAk/toueH K 6ecrnpoBOAHON NOKaNALHOM CeTy, [] MOSIBUTCSI Ha 3KpaHe

[FnaBHbLIN] 1 Ha aKpaHe Kax Aol GyHKLMN.

6 MNoaoXxanNTe HECKOIbKO MUHYT.

% o ymonuaHuto IP-agpec 3agaetca asToMaTnyecku.
Ans Toro uTobbl NCNONb30BaThb ONpeaeneHHbIl IP-agpec, 3agaliTe ero BpyYHyto.
OHacrpoiika agpecoB IPv4(P. 71)
(OHacTpoiika agpecoB IPv6(P. 73)

NMPUMEYAHUE

Ecnn Bo BpeMs BbINOJIHEHUSA onepauumn oTobparkaeTcs coobuieHve 06 ownbke, n
YCTaHOBUTb COeAUHEHNE HEBO3MOXXHO

o HaxmuTe [3aKpbITb] M NOBTOPUTE NpoLeaypy, HaunHas ¢ wara 2.
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MoaknoueHne K 6ecnpoBoAHOM NOKAIbHOW CeTun
nyTem BbINOJIHEHUS MOMCKA MapLUpyTM3aTopa (meTop,
HACTPOMKM TOUKM A0CTYMNA)

96A2-01F

BbINoOHUTE NOUCK MapLpyTmn3atopa 6eCI'IpOBO,CI,HOVI NIoKanbLHOM ceTn (Toukun ,CI,OCTyI'Ia), C KOTOPbIM Tpe6yeTcs=|
YCTaHOBUTb NOAKNKOYEHNE, N BBEANTE K/THOY CETW.
|_|pl/| NOAKNKOYEHNN NyTEM HaCTpOI7IKI/I TOYKM J0OCTyna, 3a4ak0TCa ceayrouine MetTobl ayTEHTI/Iq)I/IKaLI,I/lI/I n

wndpoBaHus:
MeTog nposepku noganHHoctn WEP: oTkpbiTas cuctema
WneposaHne gna WPA/WPA2: AES-CCMP wunn TKIP ycTaHaBnnBaeTcs aBTOMaTW4eCcKM B COOTBETCTBUM C
Bbl6pPaHHbIM MapLUpPyTX3aTOPOM 6eCrpoBOAHOM JIOKaNbLHOM CeTun.

[nsa Toro UTobbI yKasaTb APYron MeToA npoBepka NoAANHHOCTA NN WNdPOBaHUS, YCTAaHOBUTE MNOAKIOYEHVE B
pyyHoMm pexume. OMoagkntoueHme K 6ecnpoBOAHOIA IOKaJIbHOM CeTU NyTeM 3aiaHNA HacTPoeK
Bpy4Hyto(P. 68)

Ana nogknoveHUs K 6ECI'IpOBO,CI,HOVI NoKanbHOWM cetun Tp96yI'OTC9| MNOo/IHOMOYNA aAMUHNCTPAaTOpPaA.

Heob6xognmas noarotoBKa

e [oaroToBbTe AaHHble MapLUpyTM3aTOpa 6eCcnpoBOAHOM NOKaNbHOM ceTh (naeHTUdrkKaTop SSID nan knoy
ceTn), K KOTOpOU TpebyeTcs NOAKAUUTLCSA, 1 epXuTe nx nog pykon. ©UHPopmaLms o
MapLupyTmnsaTope 6ecnpoBoAHO /IOKaNbHOW ceTU, HeobxoaMmas Ans nogknoyeHus(P. 60)

e [pwv NoAKIOHEHMN K MapLUpYyTM3aTopy 6ecnpoBOAHO NoKanbHOM ceTn, nogaepxmsatoemy WPA-EAP nan
WPA2-EAP B kauecTBe cTaHAapTa 6e3onacHocTy, 3agaiTe IEEE 802.1X. ©Ucnonb3oBaHue IEEE

802.1X(P. 403)

1 Ha naHenu ynpasneHus HaxxmuTe [[lapameTpbl 6ecnp. JIBC] Ha akpaHe [[naBHbIN].
3kpaH [FnaBHbIA](P. 119)

% OTobpakaeTcs akpaH [Beibop ceTu].

Ecnn oTkpbiBaeTcs akpaH Bxoga, BBeguTte ngeHtnoukatop n PIN-kog agMUHUCTpaTopa CUCTEMbI, 3aTeM
HaxmuTe [Bxog]. OUNpeHTUPMKaTOp 1 PIN-kop meHepykepa cnctembi(P. 7)

Mpwn nosiBAeHUN coobLLeHMA [BkNoumTb 6eCcnpoBOAHYH N0KaNbHY ceTb?] HaxmMuTe [al.

Mpw nosiBNeHnn coobLeHns [He yaanocb 06Hapy>XmnTb TOUKY A0CTyMna.] NpoBepbTe, 06HapPYXNBaeTCs 1n
MapupyTumsatop. ©HeBO3MOXXHO NOAKAIOUNTLCA K 6ecnpoBogHoin ceTu(P. 703)

2 Bbi6epute naeHTndpmnkaTop SSID 6ecnpoBOoAHOI TOKANILHON CETU, K KOTOPOW
TpebyeTcs NOAKMIOUYNTBLCA.
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WPA-PSKE 11

WPAZ-PSE 11

WEP §

WRAZ-PSKE 3

WEF 3

i OTO6paXkaeTcs 3KpaH BBOAA KtoUa CETU.
B cnyuvae Bbibopa SSID mapLupyTr3aTopa 6eCnpoBOAHOM 10KaNbHOM CeTU, KOTOpbIA nogaepxvBaet WPA-
EAP nnn WPA2-EAP B kayecTBe cTaHAapTa 6e30nacHoCTK, NosiBAseTca coobLueHne [[na nogkntoyeHns
6yayT NpUMeHeHbl NapaMeTpbl, HaCTpPOeHHble B NyHkTe MapameTpsbl IEEE 802.1X.]. HaxxmuTe [OK], 3aTem
nepenante K wary 4.

Ecnum HaliTn MapLupyTu3aTop 6ecnpoBOAHOM TOKANbHOM CeTU, K KOTOPOMY TpebyeTcs MOAKIUNTLCS, He

yAAeTCsl, MPOBEPbTE BO3SMOXHOCTL ero o6HapyxeHust. © HeBO3MO>KHO NOAKNIOUNTBLCA K 6ecnpoBogHoii
cetun(P. 703)

3 BeeguTe Kjto4 cet n HaxxmuTe [lMpMeHnTL].

4 Ecnn Ha naHenu ynpasneHuns oTobpaxkaeTcs [MoagkntoyeHo.], HaxxMmuTe [3akpbITh].

w Korga annapaT 6yAeT nojk/itoueH K 6ecnpoBoHON 10KanbHOM cetn, [] NMOSIBUTCS Ha 3KpaHe

[FnaBHbIN] 1 Ha aKpaHe Kaxaor GyHKLMN.

5 MopoXXauTe HECKONIbKO MUHYT.

% o ymonuaHuto IP-agpec 3agaetca asToMaTnyecku.
Jns Toro uTo6bI MCNONBL30BaTh OMnpeAeneHHbIn IP-agpec, 3aaaliTe ero BPy4Hyto.
(OHacTpoiika agpecoB IPv4(P. 71)
OHacrpoiika agpecos IPv6(P. 73)

NMPUMEYAHUE

Ecnun Bo BpeMs BbINOJIHEHUA onepauumn oTobparkaeTcs coobuieHve 06 ownbke, n
YCTaHOBUTb COeUHEHNE HEBO3MOXXHO

e HaxmuTe [3akpbITb], NpoBepbTe NHbopmMaumio (SSID nan knrod cetr) MapLupyTmMsaTopa 6ecnpoBojHON
JIOKaNbHOW CeTu, K KOTOPOMY TpebyeTca MOAKNYNTLCSA, U MOBTOPUTE NpoLeAypy, HauMHas ¢ wara 2.
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MoaknoueHUe K 6ecrnpoBogHOM IOKa/IbHOM ceTun
nyTemM 3aaHUA HaCTPOeK BPYUHYHO

96A2-01H

MoAKNUNTLEA K MapLLPYTU3aTOPYy 6eCnpoBOAHOM I0KaNbHOW CeTU MOXHO, BBeAS BCO NHbOPMaLMIO (B TOM Yncne
SSID, KntoY ceTv 1 napaMeTpbl 6@30MacHOCTI) BPYUHYHO.

Ana noaknoveHUs K GECI'IpOBO,D,HOVI NIoKanbLHOW cetn Tpe6y+0Tc94 No/IHOMO4YNA aAMUHNCTPAaTOopPa.

Heo6xoanmas noaroToeka

e [logrotoBbTe AaHHble MapLUPyTH3aTopa 6eCnpPoOBOAHON SI0KaIbHOW CeTu, K KOTOPO TpebyeTcs
NOAKMOUNTLCS, U AepXuTe 1x nog pykoii. OUH$popmaLma o mapLupyTnsaTope 6ecnpoBogHOM
NOKaNbHOW ceTU, Heo6xoanmas ansa nogknryveHus(P. 60)

e [pwv NOAKOYEHMIN K MapLUpyTM3aTopy 6ecnpoBOAHO NoKanbHOM ceTu, nogaepxmsatoemy WPA-EAP nnn
WPA2-EAP B kauecTBe cTaHAapTa 6e3onacHocTy, 3agarite [EEE 802.1X. ©cnonb3oBaHue IEEE
802.1X(P. 403)

1 Ha naHenu ynpasneHus HaxkmuTe [MapameTpsbl 6ecnp. JIBC] Ha akpaHe [[naBHbINA].
3kpaH [FnaBHbIA](P. 119)

% OTobpaxaeTcs akpaH [Beibop ceTu].

Ecnn oTkpbiBaeTCca akpaH BXoAa, BBeauTe naeHTudnkaTop 1 PIN-kog agMMHUCTpaTOpa CUCTeMbI, 3aTem
HaxxmuTe [Bxoal. O peHTNPMKaTOop 1 PIN-KOop MeHepdkepa cuctemMbli(P. 7)

Mpw nosiBieHNN coobLeHns [BKIoUnTbL 6ecnpoBOAHYHO IOKaNbHYH ceTb?] HaxmMuTe [[al.

Mpu nosaBaeHnK coobLyeHnsa [He yaanocb 06HapyXUTb TOUKY AOCTyrna.] HaXxxmMuTe [3akpbITb].

7 Haxmwure [Apyrue noaxnioueHus).

3 HaxxmuTe [BBeagnTe nmsa cetu Bpy4Hyto (SSID)].

% OTKPOEeTCHA 3KpaH BBoAa naeHTudurkaTopa SSID.

4 BeeguTe SSID n HaxkmuTe [IpMeHNTB].

% OTobparkaeTcs akpaH [HacTponku 3awmThl].

5 Bbi6epuTe cTaHAapT 6€30MacHOCTI, @ TaK)Ke HaCTpoWiTe NpoBepPKY NOAJIMHHOCTU U
wundpoBaHue.

mlpwv ncnonbzosaHnm WEP

1 Haxmure [WEP].

% OTobpaxKaeTcs akpaH [AyTeHTudmkauma 802.11].

2 Bblbepute MeTo4 NPOBEPKY NOATNHHOCTL.
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[OTKpbITasa cuctemal

Vcnonb3yeTcst oTKpbITas NpoBepka NOAJANHHOCT.

* Korga ncnonb3yeTcs 3TOT MeTog, MPoBepKM MOATMHHOCTA, MPY NOMbITKE MOAKIOYUTHCS K
MapLUpyTM3aTopy 6eCcnpoBOAHOM I0KaNbLHOM CeTH, B KOTOPOM NPUMEHSIETCA 06LUNIA KoY, BO3HUKaeT
oLnbKa NpoBepKn NOAJMHHOCTA. B 3TOM C/lyyae HacTpoiika annaparta MeHsieTcs Ha [O6Lwmin kntou],
nocne 4ero NPoOV3BOANTCS HOBas MOMbITKA NOAKNOUNTBECS K MapLLPYTU3aToOpY.

[O6wmin Kntou]
B kauecTBe Napons NCNoab3yeTcs KNoY WidpoBaHus.

3 Bblbepute KoY LWINGPOBAHNSA, KOTOPbIA HE 3aperncTprupoBaH, 1 HaxmuTe [Pernctpauys].

a WEP

Knwou WEF 2 (HE 3aperacT i

Knes WEF 3 iHe 3aperaCprpoaae]

| Kniod WEP 4 (e saperdcionpodas)

i OTKPOEeTCs 3KpaH BBOAA Katova WndpoBaHUS.
4 Beegute kato4y cetn n HaxmuTte [[pUMeHnTb].
i Kntoy wndpoBaHus byaeTt 3aperncTprupoBaH Ha 3kpaHe [Beibop kntouya windpoBaHus].

5  BblbepuTe 3aperncTprpoBaHHbIi Koy WNGPOBaHUA U HaxMUTe [MoaKIUNTS].

H Mpwu ncnonbsosaHnm WPA-PSK nnn WPA2-PSK

1 Haxmute [WPA/WPA2-PSK].
% OTobpaxaeTcs akpaH [MeTtog windposaHua WPA/WPA2].
2 Bblbepute MeToA WNPPOBAHMA.

% OTKPOETCA IKpaH BBOAA K/toYa LWNPOBaHWS.

Ecnn Bbi6paTh [ABTO], AES-CCMP nnn TKIP 6yaeT 3ajaH aBToOMaTnyeCck B COOTBETCTBUM C HACTPOMKaMu
MapLUpyTM3aTopa 6ecnpoBOAHO JIOKANbHOM CeTW, C KOTOPbIM YCTaHaBAMBAETCA NOAKIOUeHMe.

3 Beegute Koy cet n HaxmuTe [[IpUMeHNTL].

m MNpu ncnonbsosaHnu WPA-EAP nnn WPA2-EAP
Haxxmunte [WPA/WPA2-EAP] i [OK].

IKOI'Aa He ncnosibdyeTtcd HN OAVH CTaHAApPT 6e3onacHoCTU
Haxmunte [HeT].

6 Ecnn Ha naHenwu ynpasneHus otobpaxkaetcs [loakntoUveHo.], HaXXMmuTe [3akpbITb].

i Koraa annapat 6ygeT nogk/to4veH K 6ecnpoBOAHON I0KaNbHOM ceTu, [] NOsIBUTCA Ha 3KpaHe

[FnaBHbIN] 1 Ha 3KpaHe Kaxaor GyHKLMN.
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7 MopoXxanTe HECKO/IbKO MUHYT.

% o ymonuaHuto IP-agpec 3agaetcs asToMaTnyecku.
YTobbl NCNo/b30BaTb KOHKPETHbIN IP-agpec, 3ajaliTe ero BpyUHyto.
(OHacrpoiika agpeco IPv4(P. 71)
(OHacrpoiika agpecos IPV6(P. 73)

NMPUMEYHAHUE

Ecnn Bo BpeMs BbINOJIHEHUSA onepauum oTobparkaeTcs coobuieHue 06 owwnbke, n
YCTaHOBUTb COeANHEHNE HEBO3MOXXHO

e Haxmute [3akpbiTb], NpoBepbTe MHGOPMaLMIO MapLUpyTU3aTopa 6ecnpoBOAHOM NOKaNbLHON CeTn, K
KOTOPOMY TpebyeTcs MoAKNIOUNTLCA, U MOBTOPUTE NpoLeypy, HauMHas C wara 2.
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HacTtpownka agpecos IPv4

96A2-01)

Agpec IPv4 annapata MOXeT Ha3HauyaTbCa aBToMaTnyeckn ¢ nomollbio DHCP nav BBOAUTLCA BPYUHYHO.

MO ymonuaHuto agpec IPv4 3agaetcs aBToMaTUYeCKW NPy MNOAKIHOUEHUN K MPOBOAHOM 1A 6ecnpoBOAHOM
NIOKaNbHOM CeTu, 0HaKO ero MOXHO yKa3aTb UM N3MEHUTb BPYYHYIO B COOTBETCTBMM CO CPeoin SKCnayaTaLmm 1
Ha3Ha4YeHVeM.

B 3TOM pa3gene NpMBOANTCA ONMMcaHMe NpoLesypbl HACTPOKM NapameTPOB C MOMOLLLIO NaHeNn ynpaBieHNs.
YKazaTb agpec Ipv4 MOXHO Takxe € MOMOLLbH0 yaaneHHoro MM Ha KoMMbloTepe Moce ero HacTpoky Ha annapate. ©
YnpaBneHue annapaTtom c KomnbloTepa (YaaneHHsbia UM)(P. 458)

TpebytoTcs NoIHOMOUNS agMUHUCTPaTOpPa. 15 TOro UTobbl NPUMEHUTL HaCTPOIKN NapamMeTpoB, HEOBXOAMMO

nepesanycTuTb annapar.

1 Ha naHenu ynpaBneHusa HaxxmuTe [MeHo] Ha akpaHe [FnaBHbI]. © dkpaH
[FnaBHbIA](P. 119)

2 Ha>xmute [HacTpoiiku] » [CeTb] » [HacTpoviku TCP/IP] » [HacTpovikm IPv4]

[HacTpoiiku IP-agpecal.
Ecnn oTkpbiBaeTcs 3kpaH Bxoga, BBegmTe ngeHtnourkatop n PIN-kog agMUHUCTpaTopa CUCTEMbI, 3aTeM
HaxMuTe [Bxoal. OaeHTUPMKaTop 1 PIN-Koa meHepkepa cuctembi(P. 7)

3 3apaiite IP-agpec.

Bemmmre

NpoeepiTs sE2cTpoinm

m lNMpwv 3agaHnu IP-agpeca BpyuHyto

1 HaxmnTe [ABTOMatmnyeckoe nonyveHuel.

i OTOobparkaeTcst akpaH [HacTpolikn IP-agpeca (aBToM. nony4yeHwe)].

2 3agaiTe napameTpy [ABTOMaTnyeckoe nonyyeHve] 3HayeHune [Bbikn.] n HaxmMmuTe KHonky [MpyMeHnTb]
[OK].

% OTobparkaeTcs akpaH [HacTpoiku IP-agpeca].

3 HaxwmwTe [MonyunTb BpyUHyto).
i OTKpoeTcs 3KpaH Beoga IP-agpeca.

4 Ykaxute IP-agpec, Macky noAceTy v agpec LW3a v HaxMmuTe [MpuMeHnTs).

Elpwn Ha3HaueHuU IP-agpeca aBTOMaTU4YeCKUN

1 HaxmunTe [ABTOMaTnyeckoe nony4veHuel.

% OTObpaxaeTcs skpaH [HacTpolikm IP-agpeca (aBTOM. nonyyeHue)].
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2 YcraHoBuTe Ans napametpa [ABTomMaTn4yeckoe nonyyeHve] 3HaueHue [Bkn.].

3 |-|pVI HEO6XOAVIMOCTI/I 3a,a,a|7|Te napamMeTp aBToMaTU4eCckoro noayvyeHus.

[Bbi6op npoTokona]

O6bI4HO ycTaHaBMBaeTcs 3HaveHme [DHCP]. OgHako, ecnm 3agaTh 3HaveHune [DHCP] B cpege, rae
Henb3sa ncnonb3oBatb DHCP, annapat 6ygeT NOCTOSSHHO NOATBEPXAAaTb aBTOMAaTMYeCcKoe NojlyyeHue,
reHepupys HeHyXHbIn Tpaduk. Korga DHCP He ncnonb3yetcs, 3ajaiiTe aToMy napamMeTpy 3HaveHne
[BbiknrounTh].

[ABTO IP]

O6bI4YHO ycTaHaBAMBaeTCs 3HavYeHne [BkaounTb]. HecmoTps Ha To, UTO npropuTteT oTaaeTcsa IP-agpecy,
Ha3HauyeHHOMYy DHCP, ecnin oTBeTa oT cepBepa DHCP HeT, 6yaeT ncnosb3oBaTbCs aBToMaTnyeckuin IP-
ajpec.

4 Haxmure [MpuMeHNTB].

4 Haxmwure [OK].

5 MNepesanyctuTte annapart. ©lMepesanyck annapaTta(P. 112)

% HacTpoinku 6yAyT NprUMeHeHbI.
BbINoAHUTE NpoBepKy MNOAK/IOUYEHNS, YTOBLI YA0CTOBEPUTLCS B MPaBUIbLHOCTU HAaCTPONKK agpeca IPv4.
lNMpoBepKa cocToAHUA U HacTpoek ceTu(P. 94)

NMPUMEYHAHUE

lNMpoBepkKa TekyLiero IP-agpeca

e Ha 3kpaHe, oTobpaxaeMoM Ha Lware 3, HaxmuTe [[poBepuUTb HaCTPOIKN], UTO6bI MPOBEPUTL TekyLLnia IP-
apapec. Ecnn otobpaxaetcs IP-agpec «0.0.0.0», 3Ha4MUT OH HaCTPOEH HenpaBU/IbHO.

B cnyuyae nsmeHeHus IP-agpeca annapaTa nocsie ycTaHOBKU ApaliBepa NpuHTepa
e B OCWindows Tpebyemoe fieiicTBIE 3aBUCUT OT TOr0, Kakor NOPT UCMO/b3YyeTcs.

- Ecamn ncnonbsyetcs nopt MENP, nogkntoueHre coxpaHsieTcst BCe BpeMs, Moka annapat 1 KoMMbioTep
HaxoAATCA B O4HOM NOACETM, MO3TOMY BbIMOAHATb KakMe-n1bo AeCTBMA Ha KOMMNbloTepe He TpebyeTcs.

- Ecnn ncnone3yetcsa ctaHAapTHbIN nopT TCP/IP, Heobxoanmo AobaBuTk HoBbIM NopT. &lo6aBneHune
nopta(P. 209)

Ecnv Bbl He 3HaeTe, Kakori MOPT NCMNOb3YyeTCs, CM. C1eAyoLLni pa3gen:
MpocmoTp nopta npuHTepa(P. 786)

e B OC macOS Heob6x0AMMO nepeperncTpmpoBaTh annapaT Ha koMnbloTepe Mac. MNogpobHble cBegeHNS
0 perncrpaumu annaparta CM. B pyKOBOACTBE MO ApaiBepy Ha caiTe 3/1eKTPOHHbIX PYKOBOACTB.
https://oip.manual.canon/

* Ecnu ncnonb3yetca DHCP, utobbl nonyyath IP-agpec annapata aBToMaTnyecku, 1o IP-agpec MoxeT
aBTOMaTUYECKN N3MEHATHLCS.
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HacTtpownka agpecoB IPv6

96A2-01K

B cpege IPv6 MOXHO 3agaTh cnegytowme agpeca IPv6 n ncnons3osatb UX 04HOBPEMEHHO.

JlokanbHbIA agpec KaHana

A,qpec, KOTOprI71 MOXeT MCMNOJIb30BaTbCA TO/ILKO B OA4HOM KaHane. Ero Henb3sa NPUMEeHATb Anda obmMeHa

JAHHBIMY C APYTUMMW YCTPOCTBaMM 3a NpejenamMm MapLupyTmsaTopa.
JlokanbHbI agpec KaHasa 3ajaeTcst aBTOMaTNYeCcKn NPY BKAKYEHUN UCNOIb30BaHWs agpecos IPv6.

Appec 6e3 yyeTa cocToAHUA

AZpec, KOTopblii GopMMpyeTcs aBTOMAaTMYecku C WCMonb3oBaHWeM npedukca cetn, NpefocTaBAeHHOro

MapLpyTtmsatopoM, 1 MAC-agpeca annaparTa.
3TOT ajpec oTbpackiBaeTcsA Npu nepesanycke Nan BKAOYEHU annapara.

Appec, BBOAUMbIA BpyUHYHO

AZpec, KOTopbIil BBOAUTCS BpYUHYHO NyTeM ykasaHus IP-agpeca, AnvHbl npedukca v agpeca MapLupyTr3aTopa

Nno ymMo/i4aHuio.

Appec c yyueTom cocTosiHUA
Aapec, nony4vaemeblii oT cepeepa DHCP c nomoLsto DHCPV6.

B 3TOM pa3gene onucbiBaeTcs, Kak HACTPOUTb MapaMeTpbl C KOMMbIOTEPA, NCMONb3YS YAaNleHHbIA UHTepdelic
nosib3oBaTesisi.
Ha naHenu ynpaBneHus Bolbepute [MeHI0] Ha akpaHe [[naBHbIl], 3aTeM BbibepuTe [HacTpoikn] ans HaCTPOMKIA

napameTpoB. HekoTopble HAaCTPOMKW He/b3s 3a4aTk C MOMOLLbIO NaHenu yrnpasneHus. O[HacTpoiiku IPv6](P. 505)

HEOGXO,CI,I/IMbI NMO/IHOMOYMA aAMUHNCTPAaTOpPa. Ansa Toro UTobbI NPUMEHNTb HaCTpOI?IKI/I, annapart HEO6XOAVIMO
nepe3anyctnTb.

Heob6xognmas nogrotoBKa

e 3apaHue agpeca Ipv4 annapata. ©HacTtpoiika agpecoB IPv4(P. 71)

@ BAXHO

B cpejpe IPv6 Henb3sa ncnonb3oBaTb ¢yHKLI,I/II-O CKaHMNPOBaHUA OPUTNHANOB N COXPaHEHNA AaHHbIX Ha
KOMNbHOTEP.

1 BorianTe B yaaneHHbliA UHTepgelic NoNb3oBaTeNA B peXXnMme agMUHMUCTpaTopa
cuctemMbl. ©3anyck yaaneHHoro UM (P. 459)

2 Ha cTpaHuue nopTana yaaneHHoro nitepgeiica nonb3osaTens LWeNKHUTE
[HacTpoirtku/Peructpauus]. ©CtpaHuua noptana yaaneHHoro UM(P. 462)

3 WenkHnTe [HacTporiku cetu] » [HacTponkm IPv6] - [N3MmeHUTB].

% OTobpaxaeTcs akpaH [M3meHnTb HacTpolikn IPv6].

4 B [HacTpoiiku IP-agpeca] yctaHoBuTe ¢pnaxkok [MicnonbsosaTtb IPV6].
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5 3apaiite appec IPv6.
Elpu ncnonb3oBaHnU agpeca 6e3 yueTa COCTOAHUSA
Bbi6epuTe dpnaxok [icnonb3oBaTb ajpec 6e3 yyeTa cOCToAHMA].
mlpwn ncnonbsoBaHn agpeca, BBOAUMOIo BPyYHYIO

YctaHoBuTe dnaxok [Micnonb3oBaTb agpec, BBOANMbIN BpyUHyto] 1 BBeaguTe IP-agpec, annHy npedukca un
ajpec MapLupyTu3aTopa Mo yMoJi4aHuto.

* Henb3s BBECTW agpec MHOroagpecHom paccblikm (agpec, HaUMHALWMNACS C «ff»).

lan/I ncnosib3oBaHM agpeca Cc y4eTom CoOCTosdHUA
Bbi6epuTe dpnaxok [Vicnonb3osate DHCPV6].

6 Wenkuure [OK].

7 Mepesanyctute annapat. OlMepe3anyck annapaTta(P. 112)

% HacTporkn 6yAyT NpUMeHeHbI.
BbINOAHUTE NpoBepKy MNOAK/IOUYEHNS, YTOBLI YA0CTOBEPUTLCS B MPaBUIbHOCTU HACTPONKK agpeca IPv6.
OCnNpoBepka cocTOAHUA N HacTpoek ceTU(P. 94)

NMPUMEYHAHUE

B cny4yae nusmeHeHus IP-agpeca annapaTta nocsie ycTaHOBKU ApaliBepa NpuHTepa

e Heob6xoanmo o6aBuTh HOBbI NopT. ©jo6aBneHue noprta(P. 209)
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HacTpoiika annapaTa ANnA ceTeBOU cpeAbl

96A2-01L

Pasmep 1 KOHPUrypaLms 3aBUCAT OT TOFO, Kak OHa MCMOb3YeTCs U ANs Yero npegHasHayeHa. B annapaTte
NCMONb3YHTCS PasNYHbIe TEXHONOMMN AN MOAAEPXKKM MHOXECTBA Cpej.
HacTtpolitTe napameTpbl annapaTa B COOTBETCTBUW C CETEBOW Cpefioli, B KOTOPOI OH paboTaer.

(OHacrpoiika napameTtpos Ethernet BpyuHyto(P. 76)
OHacrpoiika DNS(P. 77)

OHacTpoiika SMB(P. 80)

OHacTpoiika WINS(P. 82)

OPerucrpauus cepsepos LDAP(P. 83)

OHacrpoiika SNMP(P. 87)

OHacTpoiika SNTP(P. 90)

(OHacTpoiika cBa31 no npotokony SLP(P. 92)

m CM. Takke

,ﬂ,}'lﬂ TOrO YTOBbI CHU3UTL Yyrpo3sy HeCaHKUMOHUPOBAHHOTO AOCTYrMa U YTEYKN |/|Hc|>opmau,|/||/|, pekomMeHayeTCd 3a4aTb
HaCTPOMKM 6€30MacHOCTY C y4eTOM KOHOUIypaLmMmn CeTeBOro OKPYXeHUs.
©3awumTa cetn(P. 388)

NMPUMEYHAHUE

Wcnonb3oBaHuMe annapaTta B ceTy € npoBepkou nognmHHocTu IEEE 802.1X

e Korga annapaT NOAKIHOYAETCs K CeTU, B KOTOPOM MCNOob3yeTcs NpoBepka nognmHHocty IEEE 802.1X, Ha
HeM HY>XHO HaCTPOUTb Takme napameTphl, Kak Cnocob NpoBepkn NOAANHHOCTY, YIpaBasieMblii cepBepoM
ayTeHTUdrKaummn. ©cnonb3oBaHue IEEE 802.1X(P. 403)
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HacTpoiika napameTtpoB Ethernet BpyuHyto

96A2-01R
Mo ymMon4aHuto, KOrAa annapaT NoAK/IYaeTcs K MPOBOAHOM NOKaNbHOW CeTu, pexrmM obMeHa AaHHbIMK Ethernet n
Tun Ethernet o6Hapy>X1BatoTCH aBTOMaTM4YeCKn. OTV 3HaUEHMS MOXHO 1CMO/b30BaTb 6e3 n3mMeHeHuUn. B
3aBUCMMOCTU OT Cpejbl, B KOTOPOIA 3KCMyaTMpyeTCcs anmnapart, HacTpoiikn Ethernet MOXHO M3MEHUTb, YTOBbLI OHW
COOTBETCTBOBANV NapaMeTpam rnepndepuiiHbIX yCTPONCTB.
B 3TOM pa3gene onncbIBaeTCs, Kak HAaCTPOUTL NapaMeTpbl C KOMMbOTEPa, UCMOb3YS YAaNeHHbI NHTepdelic
nosnb3oBaTens.
Ha naHenu ynpaBneHus Bolbepute [MeHI0] Ha akpaHe [[naBHbIl], 3aTeM BbibepuTe [HacTpoikn] ans HaCTPOMKM

napametpoB. O[HacTpoliku gpaiviBepa Ethernet](P. 499)
Heo6xoAMMbI NONHOMOUMS aAMUHKCTPaTopa. ANa NpUMeHeHWs 3TUX NapaMeTpoB TpebyeTcs nepesanyck annapaTa.

1 BoianTe B yaaneHHbliA UHTepgelic NoNb30oBaTeNA B peXXnMme agMUHMUCTpaTopa
cuctemsbl. (O3anyck yaaneHHoro UM(P. 459)

2 Ha ctpaHuue nopTana yaaneHHoro nitepgeiica nonb3osaTens WeNKHUTe
[HacTponiku/Perncrpauyus]. ©CtpaHuua noptana yaaneHHoro VMN(P. 462)

3 WenkHnTe [HacTpovikm cetun] » [HacTpoikun gpaiiBepa Ethernet] » [UI3meHUTB].

% OTobparkaeTcs akpaH [3meHUTb HacTpolikn gpaBepa Ethernet].

4 CHumuTe pnaxkok [ABTOoOnpeaeneHuel.

5 Bbi6bepuTe pexkum o6MeHa AaHHbIMMW.

O6bI4HO BblbMpaeTcs BapuaHT [MonHbIn gynnekcl. Ecnv B ceTeBOM MapLUupyTu3aTope 3ajaH
NoJsyAyNneKCHbIA pexunm, BelbepuTe [Monyaynnekc].

6 Bbi6epuTe T1n Ethernet n Haxkmute [OK].

7 Nepe3anycTtute annapat. “OMNepe3anyck annapaTta(P. 112)

> MapameTpbl 6yAyT NPUMEHEHbI.
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HacTtpownka DNS

96A2-01S

Korga annapat akcnnyaTupyeTcs B cpeje, rge ecTb crcTeMa AoMeHHbIX MeH (DNS), 3agaiiTte nHdopMauuio o cepeepe
DNS v napametpbl DHCP.

B cpege, rae HeT DNS, MOXHO HacTpouTe MHoroagpecHbi DNS (MDNS), uto6bl ncnone3osate GyHkLmo DNS. mDNS
ncnonb3yeTcs Bonjour 1 ApyrM nporpaMMHbIM obecneveHmnem.

B 3TOM pa3gene onucbiBaeTcs, Kak HACTPOUTb MapamMeTpbl C KOMMNbIOTEPA, NCMOAb3YS YAaNleHHbI nHTepdelic
nosb3oBaTens.

Ha naHenu ynpaBneHus Bolbepute [MeHI0] Ha akpaHe [[naBHbIl], 3aTeM BbibepuTe [HacTpoikn] ans HaCTPOMKM
napameTpoB. HekoTopble HaCTPOMKM Hefb3s 3a4aTh C MOMOLLbLIO NaHenn ynpasneHus. O[Hactpoviku TCP/IP](P. 504)
HeobxoA1Mbl MOAHOMOUMSA agMUHUCTPaTOpa. Bo3MOXHO, Heobxoanmo byaeT nepesanycTnTb annapar (3To 3aBUCUT
OT HacTpanBaeMoro napameTpa).

Heob6xognmas nogrotoBka

e [pw HacTpoiike DNS ans Ipv6 3againTe napameTp, onpeAensowmin ncnosib3oBaHne agpeca IPv6.
HacTtpoiika agpecos IPv6(P. 73)

1 BoviguTte B yaaneHHbI UHTepdelic Nosb3oBaTessl B peXXnme agMmUHUCTpaTopa
cuctembl. ©3anyck yaaneHHoro UM (P. 459)

2 Ha cTpaHuue nopTana yaaneHHoro nitepgeiica nonb3osaTens LWeNKHUTE
[HacTpoirtku/Peructpauus]. ©CtpaHuua noptana yaaneHHoro UM(P. 462)

3 WenkHnTe [HacTpovikm ceTtu] » [HacTpoikm IPv4] unm [Hactpoiiku IPv6]
[A3mMeHunTB].

i OTKpoeTCs 3KpaH [Mi3meHnTb HacTpoliku IPv4] nan [iameHnTb HacTpoliku IPv6].

4 B [HacTpoiikmn BapuaHTa DHCP] 3apaviTte HacTpoviku DHCP.
Ecnn 3agaBaTb NnapameTpbl DHCP He TpebyeTcs, nepelignTe K wary 5.

YcTaHoBuTe GAaxKM 3/1eMEHTOB, KOTOpPbIe TPEBYETCS BKAOUNTD.

[MonyunTb nmsa xocta] (Tonbko IPv4)
Monyuaet nma xocta (NnapameTp 12) ot cepsepa DHCP.

[AnHamunueckoe o6HoBNneHUe DNS] (Tonbko Ipv4)
Cepsep DHCP aBToMaTu4eckn obHoBAsieT MHPopMaumio (napameTp 81), COOTBETCTBYHOLLYIO MMEHU XOCTa
BMeCTO annapara.

[MonyunTb appec cepsepa DNS]
Monyuaet agpec cepsepa DNS (napametp 6 gns IPv4, napametp 23 ans IPv6) ot cepsepa DHCP.

[MonyunTb nma aomeHal
Monyuaet gomeHHoe nms (NapameTtp 15 ans IPv4, napametp 24 ansa IPv6) ot cepsepa DHCP.

[MonyunTb appec cepsepa WINS] (Tonbko IPv4)
Monyuaet aapec cepsepa WINS (napameTtp 44) ot cepsepa DHCP.

[MonyunTb apgpec cepsepa SMTP] (Tonbko IPv4)
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Monyuaet agpec cepsepa SMTP (napameTtp 69) ot cepsepa DHCP.

[MonyunTb agpec cepsepa POP] (Tonbko IPv4)
Monyuaet agpec cepsepa POP3 (napametp 70) ot cepsepa DHCP.

5 B [HacTpoiiku DNS] 3apate nipopmauyuio cepsepa DNS.

MNMoapo6HbIe cBeAeHMsI O HACTPOIKax MOXHO Y3HaTb y CBOEro NocTaBLUvKa WA agMUHUCTpaTopa ceTu.
MO>HO Takxxe 06paTUTLCA K HacTpoikam koMmnbtoTepa. GMNpocmoTp nHpopmaLmm o ceTeBomM
noAKAOYEHNN Ha KoMnbloTepe(P. 784)

Ecnn He 3agaBaTb MHPOpMaLuto cepeepa DNS, nepengnTe K Lwary 6.

[Apapec nepBuyHoro cepsepa DNS]
Beegute IP-agpec cepsepa DNS.
* Mpwn ncnonb3oBaHnM IPV6 Henb3a BBECTW aApec MHOroajpecHoM paccbuikn (agpec, HauMHaLWNNACS ¢ «ff»).

[Apgpec BTOpnYHoro cepsepa DNS]
Ecnun ncnone3ytotca gononHutenbHbii cepeep DNS, BBeguTe ero IP-agpec.
* MNpwn ncnonb3oBaHum IPv6 Henb3s BBECTU afpec MHOroapecHOM paccblnkm (agpec, HaunHaoWmMincs ¢ «ff»).

[icnonb3oBaTb TO )Ke MMA XocTa/uMa AoMeHa, uTto n ansa IPv4] (Tonbko IPv6)

YcTaHoBuTe $Naxok, YTobbl MCMOAb30BaTh Te Xe NMeHa XOCTa 1 OMeHa, Kak 1 ans IPv4.

Ans Toro uTobbl 334aThb Apyrve MMeHa XocTa 1 AoMeHa ans Ipv6e, cHUMmUTe 3ToT dnaxok, a 3aTeM BeeanTe [Mma
xocTta] n [Mmsa gomeHal.

[Mmsa xocTa]
BBeanTe 1Ms X0CTa, KOTOPbIA TpebyeTca 3aperncTtpmpoBaTth Ha cepBepe DNS, ncnonbsyst ogHob6anToBbIE
andaBuTHO-LNPPOBbLIE CUMBO/bI.

[Mma pomeHa]
BBeguTe MM JOMeHa, K KOTOPOMY NPUHAAIEXMUT annapar, UCnosb3ys ogHob6aliToBble andpaBUTHO-LMPPOBLIE
CUMBOSBI.

example.com

[AnHamunuyeckoe o6HoBNeHne DNS]
YcraHoBUTe $iaxoK, YTO6bl aBTOMaTMyeckn 06HoBAATL 3anucy DNS, Hanpumep, Npy N3MeHeHU
COOTBEeTCTBYHOLLMX UMeHW y3na n IP-agpeca B cpege DHCP.

YKasaHue TUna agpeca, KOTopblii TpebyeTcs 3aperncTpmposaTh Ha cepsepe DNS (Tonbko IPv6)

B 3aBMCMMOCTW OT TUNa ajpeca, KOTOPbIA TpebyeTcsa 3aperncTpnpoBaTh, ycTaHoBUTe $axok [Pernctpaums
ajpeca Bpyu4Hyto], [Pernctpaumsa agpeca c y4eToM cocTosaHusS] unum [Permcrtpaumsa agpeca 6e3 yyeTta
cocTosiHUA].

YKa3saHume nHTepBasa MeXay 06HOB/IeHNAMU

B none [MHTepBan anHammnueckoro obHoBneHns DNS] BBeguTe MHTepBas, Yepes KOTopbI 3Ta MHopMaLms
byAeT aBTOMaTUYeCK O6HOBAATLCS.

6 B [HacTpoiikm mDNS] 3agairTe HacTpoinikm mDNS.

Ecnn 3agaBatb napametpbl MDNS He TpebyeTcs, nepeiignTe K wary 7.

Ansa IPv4
[ns Toro utobel ncnonb3osaTe MDNS, yctaHoBUTe dpnaxok [Micmonb3osate MDNS] n BBeguTe nmsa mDNS.

Ansa IPv6
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[Ans Toro utobel ncnonb3osaTe MDNS, yctaHoBuTe dnaxok [Mcnonb3osaTe MDNS] v ykaxuTte, cnegyeT nu
ncnonb3oBaTthb To Xe Mma mMDNS, uto v ansa IPv4.

YUTtobbl wmcnonb3oBatb uMa mMDNS, 3agaHHoe gns IPv4, u B IPv6, yctaHoBuTe dnaxok
[Mcnonb3oBatb TO Xxe M MDNS, uto u ana IPv4].

YTobbl 3agaTb apyroe nma mDNS ans Ipv6, cHumute dnaxok [Mcnonb3oBaTtb TO xe nmsa mDNS,
yto 1 ans IPv4] n Beegnte nmsa mDNS.

7 WenkHuTe [OK].

8 Nepe3anycTtuTte annapat. “MNMepe3anyck annapaTta(P. 112)

> MapameTpbl 6yAyT NPUMEHEHbI.
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HacTtpoiika SMB

96A2-01U
B aToM annapare ncnonb3yeTcs NPoTokon cBaA3n Server Message Block (SMB), Hanpumep an1s coxpaHeHUs
OTCKaHMPOBAaHHBIX AaHHbIX B 06LLYyt0 Nanky. Bo3amoxHo, npu noAxato4veHnn Kk cepeepy SMB Heobxogmo byaeT

3aaTb MMS KOMMbIOTEPA U Ms paboyeld rpynnbl, a Takke HacTpouTb MHGopMaLMto kKaneHTa SMB (3To 3aBUCUT OT
CEeTEBOro OKPYXEHUS).

3agaHve MUMEHU KOMMNbOTEPa U MMeHn pa6ouei rpynnbi(P. 80)
HacTtpoiika knneHTa SMB(P. 80)

3ajaHvie MeHV KOMMbloTepa 1 UMeHn paboyei rpynnbl

3ajaiiTe UMsi KOMMbIOTEPA, MCMO/Ib3YEMOro A/ AEHTUdMKALMK anmnapaTa B CeTu, U UMsi paboyeid rpynmbl, YTo6bI
onpeaennTb, K KaKoi rpynne annapat OTHOCUTCS.

HaCTpOI7ITe 3T NapaMeTpbl C NOMOLWbH YAa/lIeHHOIro T Ha KOMMNbHOTEpPE. HaCTpOI/ITb MX C MOMOLLbI NaHenn

yrnpaBieHns Heb3s.
TpebytoTcs MoHOMOYNS aAMUHUCTPaTopa. [ TOoro Yto6bl MPYMEHUTL HACTPOKN, HEOBXOAMMO Nepe3anyCcTuTb

annapar.

1 BoiiauTe B yaaneHHbliA HTep¢elic nonb3oBaTesns B pe)XXnme agMUHMUCTpPaTopa
cuctemsl. (O3anyck yaaneHHoro UT(P. 459)

2 Ha cTpaHuue nopTana yaaneHHoro uHtepdeiica nosb3oBaTtens WeNKHNTE
[HacTpoirku/Peructpauus]. ©CtpaHuua noprtana yaaneHHoro UM(P. 462)

3 LenkHuTe [HacTpoiiku ceTu] » [Mapam. uMeHU KoMmnbloTepa/uMeHU paboyei
rpynnbl] » [UI3MeHUNTB].

% OTObpaxkaeTcs akpaH [3MeHUTb HaCTPOIKN MMEHW KOMMbIoTepa /UMeHu paboyein rpynnbl].

4 BBeauTe UMA KOMNbIOTEpPa U NMA pabouyel rpynnbl annapaTa, 3aTem HaxxmuTe [OK].

BBeguTe, ncnonb3ys ogHobanToBble andaBUTHO-LNPPOBbLIE CUIMBOSIbI.

mB cpepe c cepBepom WINS
BbibepuTe dnaxok [Micnonb3oBatb NetBIOS].

Ha cepBepe WINS Henb35 perncTpmpoBaTb MMeHa, HaumMHarLmecs ¢ CUMBOA 3Be3404KN (*).
5 Nepe3anycTtute annapat. “©MNepe3anyck annapaTta(P. 112)

i MapamMeTpbl 6yAyT NPYIMEHEHbI.

HacTpoika knneHTa SMB

HacTtpoiTe napameTpbl Ans NOAKAOHEHUA K cepBepy SMB (HanpumMep, KOMMbOTep € 0bLLein nankoi) n sepcun SMB
A1 NCNONb30BaHUSA C KNeHToM SMB.
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HacTpoiiTe 3T NapameTpbl C NOMOLLLHO yAaneHHoro MM Ha koMnbloTepe. HacTpOWTb KX C MOMOLLbIO NaHenu
yrnpaBneHvsi Henb3s.
TpebytoTcs NONHOMOYMS a4MUHUCTPATOPA.

1

BolianTe B yaaneHHbliA UHTepdelic NoNb3oBaTesNs B pe)XXnme agMUHMUCTpaTopa
cuctemsbl. (O3anyck yganeHHoro UM(P. 459)

Ha cTpaHuue nopTana yaganeHHoro nHtepdeiica nonb3oBaTens WenKHUTE
[HacTpoitku/Peructpauyms]. ©CtpaHuua noprtana yaaneHHoro UM(P. 462)

WenkHnTe [HacTpovikm ceTu] » [MapameTpbl knneHTa SMB] » [U3meHUTB].

% OTobpaxKaeTcs akpaH [3meHnTb napameTpbl kaneHTa SMBJ.

Hactpovite napameTpbl AN NoAKAOYeHUN K cepBepy SMB, 3atem wenkHuTe [OK].

[Tun ayTeHTNPUnKaunmn]
YcTaHoBUTE GIaXKOK B COOTBETCTBUW C MPOTOKOAOM MPOBEPKN NOAIMHHOCTY cepBepa SMB.

[Ansa nogknioy. Tpe6oBaTh Nognucb SMB]

YcTaHoBUTE 3TOT G1axok, YTobbI 3anpalumBaTh NOANNCL Naketa SMB npu nogkatoueHn K cepeepy SMB.

[Tpe6oBaTb KOAMpPOBaHME AN NOAKIOY.]

YcTaHoBUTE 3TOT PJIaXKOK, YTODObI MOAKIYATLCSA TONLKO K cepBepy SMB, KoTopbI Nogaep>XnBaeT o6MeH
Wn$poBaHHLIMY JaHHbIMU NSMB Bepcum 3.0.

[Tavim-ayT]
Beeguite Bpems oxxngaHus oteeta cepsepa SMB.

*Ecnm BpeMA OXUAaHNA annapaTta NCTeKaeT A0 3aBepLUeHNA, HarprMep, COXpaHeHA OTCKaHNPOBaHHbIX
AdHHDbIX, YBENNYbTE BpeEMA OXKNAAHUA.

WenkHnTe [HacTporiku cetu] » [YKkasaHHble Bepcuu KnmeHTa SMB] » [I3meHUTB].

% OTObpaxKaeTcs akpaH [M3MeHUTb yKka3aHHble Bepcun knmeHTa SMB].

YctaHoBUTe pnaXkoK Bepcum cepsepa SMB, K KoTopomy 6yaeT noaktoyaTbCs

annapar.
Ecnn pna napameTpa npu nogxknroyeHnn K cepsepy SMB BbibpaH BapuaHT [TpeboBaTb KoAnpoBaHWe Ans
nogkntoy.], yctaHosute pnaxok [3.0].

WenkHuTe [OK].

> MapameTpbl 6yAyT NPUMeEHEHbI.

8 BbINO/IHNTE BbIXOA U3 YAANIEHHOIO UHTepdelica nob3oBaTens.
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HacTtporika WINS

96A2-01W

Koraa annapat paboTaeT B CeTeBOM OKpYyXeHuW, rae ncrnonbsyetcs n NetBIOS, n TCP/IP, HacTpotiTe cnyxby Windows
Internet Name Service (WINS) npeo6pa3oBbiBaTb MmeHa NetBIOS B IP-agpeca.
Urtobbl BKAOUNTE WINS, ykaxunTte cepeep WINS. Cnyxby WINS Henb3s ncnonb3oBath B cpese IPv6.

B 3TOM pa3gene onucbiBaeTcs, Kak HACTPOUTb MapamMeTpbl C KOMMNbIOTEPA, NCMOAb3YS YAaNIeHHbI NHTepdelic
nosb3oBaTens.

Ha naHenu ynpaBneHus Bolbepute [MeHI0] Ha akpaHe [[naBHbIl], 3aTeM BbibepuTe [HacTpoikn] ans HaCTPOMKIA
napametpoB. O[HacTpoviku WINS](P. 507)

HeobxoA1Mbl MONHOMOUYMA agMUHUCTPaTopPa. [Ins NpUMeHeHns 3TUX NapamMeTpoB TpebyeTcs nepesanyck annapara.

Heob6xognmas nogrotoBka

e 3ajalite Ms KOMMNbIOTEPA U UMSI paboueli rpynnbl. ©3agaHne NMeHN KoMNbloTepa N UMeHU pabouei
rpynnbi(P. 80)

e [oarotosbTe agpec IPv4 cepsepa WINS 1 gepxunte ero nog pykoi.

1 BorianTe B yaaneHHbliA UHTepgelic NoNb30oBaTeNA B peXXnMme agMUHMUCTpaTopa
cuctemsbl. (O3anyck yaaneHHoro UM(P. 459)

2 Ha cTpaHuue nopTana yaaneHHoro nitepgeiica nonb3osaTens WenaKHUTe
[HacTpoiniku/Perncrpauyus]. ©CtpaHuua noptana yaaneHHoro VMN(P. 462)

3 LWenkHuTe [HacTpoiiku ceTu] - [HacTpoiikm WINS] » [U3meHUTB].

% OTobparkaeTcs akpaH [N3meHnTb HacTpoliku WINS].

4 Bui6epuTe dpnasxcok [Paspewenne WINS].

5 BeeauTe appec IPv4 cepsepa WINS n HaxxmuTe [OK].

Ecnn IP-agpec cepsepa WINS nonyyeH ot cepsepa DHCP, nonyyeHHbI IP-agpec nmeeT npnopuTerT.
HacTpoiika DNS(P. 77)

6 MepesanycTtute annapat. OlNepesanyck annapaTta(P. 112)

> MapameTpbl 6yAyT NPUMeEHEHbI.
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Perncrtpauwunsa cepsepoB LDAP

96A2-01X

Ecnn gns noncka agpecaToB 1 BbINOHEHNS NPOBEPKM NOAJIMHHOCTY MpuY OTrpaske JAaHHbIX UCNOob3yeTcs cepsep
LDAP, 3apernctpupyiTte ero nHpopmaumio B annapaTe. MOXHO 3aperncTpmpoBaTh A0 NSATn cepsepos LDAP,
NCNONb3YyeMbIX 415 MOMCKa W ayTeHTUUKALMW.

HacTpolite 3T napaMeTpbl C MOMOLLbIO YAaneHHoro nHTepdelica nonb3oBaTens. 3a4aTb MX C MOMOLLbIO NaHenu
yrnpaBfeHus Henb3s.
TpebytoTca npuBmaerMm agMmMHUCTpaTopa.

Heob6xognmas nogrotoBka

e Korga cepsep LDAP ykasbiBaeTcs MO UIMEHW XOCTa, B CETU AO/KEH NpucyTcTBOBaThL cepBep DNS.

e Korpa cepsep LDAP yka3sbiBaeTcs no IP-agpecy, npoBepbTe, noagepxunBaeT nn cepsep DNS npsimoit nnm
0bpaTHbIVi MPOCMOTP.

1 BorianTe B yaaneHHbliA UHTepgelic NoNb30BaTeNA B peXXnMme agMUHMNCTpaTopa
cuctemsbl. (O3anyck yaaneHHoro UM(P. 459)

2 Ha cTpaHuue nopTana yaaneHHoro nitepgeiica nonb3osaTens WenaKHUTe
[HacTpoiniku/Perncrpauyus]. ©CtpaHuua noptana yaaneHHoro UM(P. 462)

3 LenkHunTe [HacTpoviku cepBepa LDAP].

% OTobpaxkaeTcs akpaH [HacTpoiikm cepsepa LDAP].

4 LWenkHnTe [PernctpupoBaTth HOBbI cepBep] B [CepBep LDAP (pns noncka)l nnm
[CepBep LDAP (ansa ayteHTUPUKaLun)l.

% OTKpOeTCs 3KpaH [3aperncrtpmpoBaTth HOBbIM cepBep LDAP (gns nowncka)] nnum [3apernctpupoBaTb HOBbIN
cepBep LDAP (ans ayteHTudMKaumm)].

5 3apaiite umsa n agpec cepsepa.

B [MImsa cepBepa] BBeanTe nms, o6o3HavatoLLee cepep LDAP.

B none [Aapec cepBepa] BBeauTe IP-agpec nnm nms ysna cepsepa LDAP, ncnonb3ys ogHobalitoble
andaBUTHO-LNPPOBLIE CUMBOSbI.

1MS§ y3na
Idap.example.com

LWenkHuTe [[poBepbTe NOAKIOYEHME], UTOOLI MPOBEPUTL, MOXET N annapaTt NOAKIYUTLCS K cepBepy
LDAP.

(G 3apaiiTe Heo6xoaMMOE NOMIOXKEHME Hauana nomcka, TLS n Homep nopra.

[MecTo Hauana nounckal
3ajgaliTe NonoXeHMe Hayana novcka B MIHPopMaunMoHHOM gepese kaTanora (DIT).
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JlobaBbTe «DC=» K Kax/ol OTAeNleHHOMY TOUKOW CTpOoKe CMBONOB B MMeHU AomeHa Active Directory n
pa3sgenure 3anncy 3anaTbIMn.

Korga fjoMeH nmeet nms «john.example.com»
DC=john,DC=example,DC=com

Ecnm octaBUTbL 3TO Mone nycTeiM, annapaT byjeT aBTOMaTUYeCKM HaunHaTb MOWUCK U3 MPOU3BOJLHOIO
NOIOXEHNS.

[Mcnonb3oBaTb TLS]

YcTaHoBUTE 3TOT GpAIaxKok, YTobbl WNppoBaTe 06MeH 